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(54) M<D«^] «^4^5'h7-i7±T<7)K4^a^>h5^U/tU:;^^S:a:SB 



(57) 

ix5„ iS{t^'y-<7>'b77°il<)--i/3>^}::iSoT^- 




t -OOJt^i^ftt ^ foOi^if ^ 7 ^ 7 y h 7 y y 

ffigS±OSft ^ 7 ^ 7 y h 77° y > 3 > t fjgg 

[!t*«2] fJ|Biift^7^7y h7ry ^-~>3> 
^\ 3:»i*#0''^7;''-^'-?rJI:£-t5fci6©/Ni/<^- 

[it*«3] ifwfi^{t^7^7>h7^y>r— 

miEII£$ix^cS:»xy/<y/<7y-^-|r«jS^ 
l;:^'!^- 5 ft roffi'lt^ t-a tulfiS: 

»i*##»ElB'i^ixfc:»T y /< y /^7 ^ - 
o T $ iL5 r i t -f 5 lt«©ftH^ 1 5 tie 

[tt*«4) mm{t^74Tyh7-^v^-y3y 

7°y 'Sr— i/3 yi)^h7 Yy7.y'y^\Z.T'7^-7.-f:btLt) 

7- 7 ^ ® rt^^fto T S ix 5 ^ t 1 1 5 If* 

[11*115] Bi)|SJ:»;5-\ SufBX»^SKLT. 77° 

:^7-Y7>b77°y^-v'3>lrSt7-Y=i>. Xfiffl 
EEtt $ ixfcX»x y/-<y/<7^-^-{::7^ir^t5 
7cft07'l' 3 >©f6J;txA^-o©±ic K7 y f-f^ Z. 1 1 

[11*356] mJfS^>'7^'^~^L— ->3 ya.-if — r 
^-/i-t. m%^-Xmi:'TM^-f^fz^(DVyy^y^'^'y 

^ -/^ i , y y 7* i> h (cpjai-5tf fg(^7 

i^^7.-fi>tz^(D7io^yYC\Jih. iuffiS:*i*#(:: 
M-rs t-y >^^'~'^tai-5/cftot-y y^'^^j^^-jv 
^-;HS^jy ;^ Mrf^fii<;Ltat5fc*©/-/i-y 
X h^i>^-/i-t^^fcfi!c5^i^#ftti-5fl*®OT 

[11*^ 7 1 mjlB£EXt//XttlufEi»--W7 ir 
;^ ^ $|J PSt 5 ft 7 ^- i. 7 - ^ ^ S t ^ 

sfJEri«f*a7 1/-i.7-7;4\ SufBi*if:J'7'f 7 
> h77°y ^-->3 miESffi^7-i'7> h77°y >r 

-->3>. =iy7^:3f-^l/_..>3:/:a-if-^>^-7 
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[ff*58) ffl|Ba«{fta7^-i.7-^;iS. milL- 

. ±^^T:J^yVy-<^-. /<;^y-Kfttt. 
:/7 -i- f ^-Bf ^fb. />7~" y -7 ^ ^-fif -^fb. El 

i1-5if*roifflBi 9 9icfs«©m 
[It*ii9 ] /^-±(^E1t$ii/c^>/£ < 1 1 

5/tfe(cSffl^'7-l'7>'b77°y ^^T— v-a y^rjgffltS 

li^^y/^ym 

[If *9 1 0 ] mmm-m-mmm^^imm^t 
tf r t i i-5ft*©ftffl^ 9 mmmnm.. 

[ft*iil 1 ] ^7i77-7 -tr-folfiUli^-/^ 

20 TML^>^-7.n-:^^Mt^tf- t^^attSft 
*®fSHB 9 iIttB*©gfc 
[If *ii 12] -fe 3 y ©fsl MES^-T^ h y- 
^ ±TS{f ^ > - - © OTBx ;^ h -7 

fci*©igffi^ 7-l'7y b77°y <5r-v-3 y^M{-^tj>r 

t *#lttl-5if*©t5llS9iitfeii©m 

[11*3*13] iJfBi*iI^7^7y b77°y ^-V3 

y±K wm'&it^y^TyVT-f^^-y^yn^Wi 
«|gfC7^ir^1-?,fcfc©7-;W<-t, mt^y-!T 

30 y f7^y ^-v-a 5'->3 ynfSi\zfM^^fifz±x 
©li^i^^S' y ;^ b*^-r?)fc;6©/<-7-ir-v-7T^-i; 
-t-i. «iE3*'fti'7'i'7>^h77°y ^^-->3 y©fcfe 

it^7'Y7>b77°y ^-->3 ^^^-7::^-;^^^ 

^i-5fc*©77°y •^-■>3 y-^-Y^K^^t, mmxm 
K t . OTBX»5i#^-itBit j»7 y /< y ^7 ^ 

/< y /<7 ^ - ^'-^«^W|gtfB«-t5/cfe©fBlf ^v^ 
40 ^-/i-t^^e)Jt5rt^#||ift1-5ff*©tafflMl 2ii 
l-fB«©S«„ 

[li*ii 1 4 ] i^JfBgft:Rc]^/^^^^±ttfB3C»-©7 

t^#fSti-5if*©ififflB2 4 5}cfat©gfc 
[if*9i5] i*{t^7^7yb77°y^-->3y^ 

l£j?oT-t-y->3 V-CPItm^^..^ h7-^±-eigffl 3 
50 ©STw^ffitl-rSSpgts «^;^ •7-^r-v^iufB#ffl1^ 



3 

<Z)/N y^-V-7^-.-'y^-h . MIfiiilf 7 7 y h 7 

^ = ^-t*t1-5Elffl^7^7y h77°y^— >3> 
-l'V:?-7:n-;^:^^ofc77°y >">-l'>K'> 

mt.m 7] mBim^titzlcmy'V y<9 ^<y ^~ 
t^-a^. SutBS:»^#^~^Buieffi'i$tifcS:»xy 

[It*5l8] tulBi/;^Ti^--©7^'-fe;^^SiJPI-t-5 

$tLfc77°y ^— >3 >©7 Ki-;^7'"-;/:^©rt^;6^f3iu 

[ft *9 2 0 ] =iy^°=.~^-T:^i' hy 7°±T-SfilB 

— Y y^-7 ^-;^©£g/rfit^t7 ^'-k;^1- 
5fcfeo^ ^ >7-;w<- 1 . mJffiiS Wgrt©m 
t;:7^'-fe;^1-Sitfe©»~7ji:7-/w<-t, 7^'-lr;^L 
fcSlffi i: ©>tfga^ > ^ - 7 ^ Ir S^-f 5 fc ft © 7 
lufB3>7^^"^i— ->3>:x-if- 
^yi?-7^-^tM-r5#f^^-7y K^y^ 

5 ;^ i *^-r 5 ^-7 ^' 1/— > 3 

^>^-7^-x7^y ^-i/3y^S.i^i-5m^t 
tr:: t^#mt1-5ff*©mH^l 5ii(::fB«©m 
[It*ii2l] iS{f#;JSft^1-53*ffi^>t"^-^- 

$6?rlB'ltt5fcfe©r-^''<-x t . mBmmimtl 

mm § ixfcgff ttf iz. mt ^ suEx - ^ ^^m^ 

ft 5 fcft ©^a i . fulBft ft hhtzBASiimim t m 

f BiBit $ htz^imim ^ ^^-t Q ft © ¥s t . IB 

S# > t:°^ - ^ -TvnV' y->^^-i:7°7-i'-<-h=^ 
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-t^^fc^5r-:>^/v|IBJ^$M^ffif^±fi)c1-5/cft© 
tuETi^^/i-iI0J^fB'»1-5fcft©^®t. fu 

m^<y'^jy^^-i to f B^ffi ^ > f ^ - ^ - (c^{f -r 5 

ft /L-fiES^ ^4fi!c-t-5 ft ©gS., 

[ 11*11 2 2 ] fu|B5^fi ^>t:°^-^-t tflf fiSit ^ 

y t:°:x - ^ - i: ©Psldtt;^^^^ t-/<-^i:(;:tti" i: 

^#i!(t1-5il*©tBH«2 liI}^IB«©Sfc 
[11*9 2 3 ] Sft#lf S^iB'it-t5 fcft©tlj|fix- 
10 ^-i-X;5Sfj|Bi^-/<-(ci,5^t*#tSt1-5ff*© 

laH»2 2]S(c:fE«©S»„ 

mm. 2 4 ] ^ mtmrn $ ^itsfflt 

If |g &ffilBx- ^ -<-;^ {^1^ t S fcft ©iufB^g^s tu 
|Bi^-/<-tfe5- ^^#tti-t-5ft*©S1^2 211 
tfB«©Stt„ 

[If *ii 2 5 ] WIBSffi^^^ ASffl #tf a**ft 
5 ft ©mitB^a:45fufBf— /<- 1 fe 5 ' t t "T 
5if*©lBH«2 2iI(CfBt©Stt„ 

mm. 2 6 ] ffifB*ft hhtzmAmmWi t mm 

20 IBit $ ixfcSit^tf |g ^itKt 5 /c ft ©^S;i5«rfB-^- 
fe 5 - t ^#|t 1 1- 5 lt*©fEHm 2 2 II tiBft 
©gfc 

[if*92 7] lulBxi^^7HIH^^lB'Bt5yift©Su 
fE#S;4~^|yfBt-/^-^^&5 r t ^i!#|St1--5lt*©tB 
1^2 2]i}cfB«©gt 

[lt*il 2 8 ] lulBlfit $ tifcgff #tf $E t iulBx 
^ /i-IEB^ C: Mt 5 3^ if tSJK^I^ t7°i/3yt55^b)5£5 

iIt|fi«©S*„ 

30 [ff*ii2 9] mm^fitzmmm^mt^T'-? 

t . MtB*ft htitz^tmmmm^^nmmtitzm 
#tf s t ttKtsgit t . mmmmiz hxmmm 

h ^7i7^ffio TMBa{ttt^DV^T/^"7■ y -y ^ :3f- 1 

© ft t T 7PiE 1 ^ 5 ft © 
m^m 3 0 ] |fjfBx-:^^/u|E9^©3 t -^fulBSit 
40 ^tiifttsm^St^^^trr t ^#iai-t5ll*©ta 

mm 2 9 9tifi«©*& 

[11*9 3 1 ] lufB/<y y J/ ^ ^-(D:^ t -^ttlBS 
{f # C^Ifflt 5 m ^ M 1 1 tf r t ^ 1 1 5 if *© 
tEfflB2 9 9tE«©m 

mm 3 2 ] Sffl^tf «&IB«t5 fift©SulBr- 

m2 9iI(CfB«©m 

[ff*93 3] |fifBx-^'-<-:xSrfla#-r5tiIffigPg 
^5-!^-^^"- 1 J: o T ^tT $ n 5 ^ i ^WS i: Iff*© 
50 |qHS2 9iilCtB«.©^S, 



5 

[ if *il 3 6 ] MBISli $ ixfcSff #tt« t mtlT'^y 

[ft*ii 3 8 1 mmmit ^ye^-^-t mmmt ^ 20 
[it*«3 9] g{f#ttig^ffiK-r5fcfecDffrEx- 

urns 8Jl[::|Bfc©m 

fc©mriE¥a;4sgjtEi^-A-(^fe5rt^#ttt-t5fl 30 
[fl*3i4 2] xi>^;m0JSrflJ^^^|g(c4j$1-5tu 

/ .> y n - K^|g/£ y 7 h ^7iT ^ttJ> ^ i 1 1 
5ff*«|fifflg3 8iIttB««£fc 
[ft*il4 3] lufBt-/<-:iSf^Ifgx'-:^^;^iJEflJ^tB 

3 8iit|B«®fiSo 

[If *il 4 4 ] MfBIBtt ^ nfcgffi^tf |g t tiJlfix i> 

[0 0 0 1] 
[0 0 0 2] 

[BB^«st5a#T^3^^] *igBjf±. t^-^-^ hu~^ 
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6 

[ G 0 0 3 ] 

hy-^i.±. 1i^7ix-^^IBltLiE*1-5fc 
^'77*^. t-7=':tg^. 7=7!— >3y. t^^-a* 

ti/c 7° U y ^ - -t-Sif $ 5 ±1^1? $ ;t t ^ © J; 5 ii 
};:ESgl5E$ixS A^^l/^tt-f > h 7^^ -7 ^ ©t- /^-^ 

l,^/^^^^-if-^j;^ ^yfi-^^y b ©^-^ t ft-Y > - 

M:)— f";^^^/^-^-^?- (ISP) tWftL^T^-fe 
7°n 1';^ t JPA-r So 
[0 004] ISP}±. ^:®^'7-Y7> h^-f 
7 b(-giE-t5T-7 b!7-:^4-{*^L. ^(D{7y47y 

-f ht7:J'-fex-t5„ I SPH-i-y^-T-y 

hg2pTCP/I P7°n h=3/U^ftoT. ^7^7yh 

[0 0 0 5] «Mf(C«t;fta^ffiftt5yt*{C. « 
7ty7 h^7:E7^^foTl^/£ltil!i^£fe/=fl\ r©l« 

ii» L T . at) t Sffl ^ tL i ftiiET 1 5 :i i: t a t tl 



^izii. 4 y^-^-y hco^^mVy^^M-oX^^CD 

[0 0 0 6] jp^T. :^yt'^~^-imit^thfzxw 
5 r ^ ;-± T 1 5 aft im-f Li,=^y)f 

f oar- ^ 7i I ^±1-^ ^ „ -;K;i*a-r s o © 
«^7'-;wt^J:oTS{t$ti5:5:#ttat. 20 

M'tLxmt&rii. T^:^h-xmitmt. ts©^:* 

igfft©i^:*^55ttt©fe2)y7 h^^Tjyy ^- 
->3 y^^-t2)±J-g'©1tt. himmTX-iiy:i-—7'y 

hit. mm'^mLfcjLm^. im^h±(DtwiL7 

y y ^— > 3 y TK m^x ^ -ti-^ 

[0 0 0 7] ^»©7*-^-y h^S'^^35i:VN9::i 30 

it. wMmmi:^\tn^ir. yir—^yvim^i^m 
^. mi-^y t~MtKmM^^£^\ mm-oxyt—7 
•y h^tifcxwit. $imiatm.mx^f£\/\ #<©7 
t—^y hmtm7iE-^mx'h?>-jj. mtmm^m 
t6mm--(Dmmtm:kf£mmxh=b. ^ixik. 4y 

fcfe ©*}£ t SS^StttS r t r i T 
fe 5o ^ ©«/if i gS:455c»©^if t Sit ^iI»T- 
t M t * IS T- $3 S o gfi;55 $ 
ix/ci#©7;^— 75/ h^lift-t-tixtfXMt^^Tfc 40 
5o f!lxff^y^-^^:y h^ffi©;f>'7^y?gff?g;5^fc 

^6^(c:A^^tg/=etfa©i«^(co/£^Sofi„ ^y- 
^'^aLT©^f|gt3[♦©g^/^ia^^©fcfet. 

[0 0 0 8] Bf^ikli, 1ffg--©S:i^?5T^'irx^K 
Cfcfc^t«5^£V^ L^»t;^ ^' 7 y7Vi'^iM'j-5©tftffl 

ft 1 2 1 0 a ©yn -7 ^ii!lT:-fe "9 . S:* 1 2 1 2 50 
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8 

->-i> l/j/ f^-1 2 1 4SrftoT. ^^{YM'^ltTs'; 
7>7VH 2 1 6 fif^ft^ixfcitl 2 2 

0 fif-^ft $tifc5c» 1 2 2 0 tti!)c(::gff 

y-^Vy 2 1 4^ffioTta(-^:^7^^7> 

-mm 1 2 1 0 b ©yn ^i^ar-fc ^ . 7c©5:» 1 2 

1 2©=it-Sr«5£t5©t. Pt^ftSiifcX»l 2 2 
0©;^^7>7Vl^?l^l 2 2 2-t-5fcfe. PCaS->- 
^ ^.^ fif— 1 2 1 4^Si£/,gt7i5„ v'-^' f:^— 

1 2 1 4-^®T^i?;^#V^tj-ixtf. Bt^{t;^ix/c:5:»i 

2 2 0f±. ^S^£T#:i^ib$^tfftfctL5„ 

[0 0 0 9] 1/ -7 b ^-Sf -tft 1 2 1 0 a i 1 2 

1 0 b tMtSSitttfpIS©— ott->-;' UyV^~l 

2iAi:^±\zwM-f^zh--nmmxhh. mm. 

'Mt^ifiXmi 2 1 2^Pt^'ft:-r-5fcfe(^i/-^ f 

2 2 0^^ft-f-5tj£Si-5„ g{f#tt. Bf^ftStL/c 
S:*l 2 2 O^^IB^l 2 2 2-t^tMzy~^ Vy V^v 
-1 2 1 4Sri^.gt1-5. C/-^ h=^-l 2 2 2i)S 

'^±xfi\^^^y^-!vxmt^i^7^ t . m^\mn%± 

«IS7il'^L77:^;^(ii>-^'L-i/ b^^r- 1 2 1 4i*#© 
1 2 2 0f±. /ifx^™ S*xy/^iJi/XTi=^*ffioT 
tdSV^Tfl. ^*{f#t5ifttt->-^ h^-1 2 1 

[0 0 10] /^7"y y ^ ^~^%im>^m^±\zm 

LT^^So ') y P ^-^%^itl5m'\t. fa*©Sffi 

©^-*FMt5„ ^— ^7-©j5M# tt. 
/<7'y s'i'^^f-lr^lfL. 7°7^-<-h^-Srig^tL 
Tfc" < „ EI 3 }j;/<7' y 2/ ^ ^^-Bf^ft 1 2 3 0 a ©7' n 
■7 ^IIHT-fc 15 > 1 3 1 2 (±, Ay' y j; ^ if- 1 3 

3 2^ffifflLT. Pf^ft^^M.±x^yy7V^^^^tt^ 
1 2 3 4. Bt-g-fk$ilfc5:*l 3 3 6 t/£5„ tffg^g 
if#KIffl1-Sfcfet, iSitttt. tt|g^Pt^ftl2 3 
4 1-5 fci?) tmgif t ©?ltf S ;h,fc^<y y 7 ^ ^- 1 

3 3 2^ffi^^. 7;fetcSffit{±. tf«*«i|-r2)/cfetg 
53^i#©7"7^-<-h:^-l 3 3 4 (04) ^{£5 o tie 
oT. (tfa^SIStS©i::^>g/i) 7°7'f-<-h^- 
1 3 3 4 {±E* $ix/j V ^„ m 4 (i7 7 h =^-^f IS 

1 2 3 0 b©yp-7^f^ig-t:-fe'9, y°y4-<~V^~l 
3 3 4tt. Bt-^ft^^Tci*! 3 3 6 ©;^^'7>7>* 
^1^1 2 3 8 L. x©^»l 3 1 2©^h°-Srttx;-t5 
fc*f;:;^i-5i:$tL5„ 7°7-Y-<- h 1 3 3 4--^©7 



[OQll \ y^y"^) ^-Rt^fk 1230atl23 
Obttlt. /^7■■y -;/^^-i7°7^-<->^-l 3 3 
2. 1 3 3 4®W©M^i#-^$IJffi-r5:a\ Z.fl\t. 
^ff$tL5/<7'y -7^=3^-1 3 3 2t^h^y^^~Y^ 
-1 3 3 4^?|#i]ti-rirl'^5«4^UC/-^Vy yi'^Sr 

- 1 3 3 2 (DWili^X'^ 5 i 5 y s' ^ ^- 

v^-^' h^-Bt^{t:i 2 10a, 1210b 
^) ^-Bf-tlb 123 0 a. 1230bJ:'9 
fc-lx(-:*^5^f'9-^V^;4S^ iy-p u-7 h ^- 1 2 1 4 Sri* 

->;^xi>.t*;v^Til. 3.-^--\t'y-{7Vy b^^r- i 2 

lA^^^xxmi 2 1 2^Bf-^{kL. mzn^mt^ 

W/<7"y 5'^'^-l 3 3 2SrftoTv'-^ b=3r-l 
2 1 4 Srflf^fk-rSo iit^{k$ti/ci»l 2 2 0 (75S{t 
#(±. 2i:t~>-:J' 1-5/ 2 1 4^«?^1-5/cfe!^ 

S^ro7"7^-<-b^-l 2 4 0^ftV\ 
5ytfct->-^ b=3f-l 2 1 4^ffi5„ 

[0 0 12] i»fflI^tt^53i^Tv^7:e^^;^^^StlS 
;?)SL(fL(fS;t5iO„ a;4^/i7;i-=J"y Xix (^V^!±p< 

Bt^fb^tLfcttatx^ L i 9 Sv^g^tt^flfti-5f^* 

-h^ — :t-^FJt^LT*519, ^N7-y s/^^-l 3 3 
2^3ltTLT. SilttiSff ^ixS'ltS^Bf 

■h^n{m\.i)^(Dfz^\z^<y'3 y^^-1 3 3 2tri£fflt-# 

37- y 3^-1 3 3 2^|gtf1-5(7?t$±/£Sfftt. if 
llT-t5^iK(^/<7"y :y^'^-l 3 3 2 Sr-^ftt 5 ^ <!: 
tStffliT-3:5^SMf±. #£(D/<7~y i/^'^ 
-1 3 3 2;iS-f-(7)g{f#(;iRLTl'^5tiEI|-t:-t5„ x 
i^^/i'liEi?^, g«#7iV^U4ro^4^#^t73y^7'y y 
^^-1 3 3 2 teWJt5„ 

[0 0 13] t(-§8^t5lit. T'yf'jmmit. y<y' 
^) y^^-tMjtmmx'h^. f'y9)^'^4y\z-l<^ 
T^HttJ;i5fI0j!$ixfc^®Zo©ii^Tfe5„ -fy 
-f-^-h^-fi, E5et^±7i^^;i■^ fcfci-owy^-f 

- ^ y -> 1 -^stSo ^■^7- y 
^/7°7^-<-f=¥ — JT-fi, nuKmknm'^^m 

^-tt. y'y^^~V^-^'m^^}i\zl^xnmm 

"5Ilg T fc 5 X - ^ ^ Bt f-fkt 5 fc t ft ffl 1 5 ^ i ^5 
§-5 (RSAWli/=eSlo;4iO/<7"y ^ ^-7 y X 
i^ij;if(7)#ttt»oTfc'!9, ::tL^rv^';HJ--f >©ft 
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[0 0 14] {fg-c-#5. ^£V^LiEB^1-5^tM(lTV^ 

tiSW $ 5 ffi^T'.i T ^j\^U.m±l$.}:S:B'yyfJ^ i'^ 
Sft-e ^ T V ^ 7iv \ ^ ©«7ix v^i? i/;^ r ® 9§ 

[0 0 15] 

10 [^Bj©s*^] ^mmum^^ y V u~^±X'xm^^ 

oT. ^— -^T:5:»©s©»S;^WLT^e 
xmnmintmt^'Amx^^ioizfi^^ 

T©m»©B&^©fcJ6t, r^tJ 

©«^£:/7 J/ h7;j— i^ilft^^^T 7:^-- 7-7 h ^tLfc 
^'Dy7 f7-KI<;i/M.±:t/;ir;l.J»©ti/i 
yyyhy*-J^i^±(Dyt—7yV^tifzXt.. 

J5ic§ixfcl-*°- h^l/M^i^^^^y-^-v', S Q Lfefi©tt 
J^e -o^V ^ (±^tLJeX± ©X - X lEft © y 

©i-rSo :5:»tv^9ffli^{±. -oS^^^±^i^Jii±©^ 
©«7i J»© 1° $ i^?c © t ^tf. © 

ssnsi^^^s. h±x(Dxmmm^x 

#5J;9t-*oTl/^5-*T:\ *BB^(iP«(m©*Il£ 
1/ ^^^'■ffl^^C V ^ L o /i-^ y h 7 - ^' tiiffl'sifg 

30 [0016] *l|BJ©*Mllffif!ltft5 t . )f- 
^55*jt3>t"^-^-©r;^^ h-7 7°^^fc«^-^-7 h7 
- ^' ±-e'>C»*i*{f ^tg/£i*it ^7^7>b77°y^- 

~y3ymm^nx\^-^o im^£xmi. xmmr 

yy>r-->3>rt^.t'bi^fT:-$5„ 

m='yt°:^-^-f}^hm^ ntzjcmmmt^fz * 

40 (Dftmnmmxit. mmwity<-y-rju:^y\i°^-^ 
-xh^o Li)-hf£i^it^ixm\xit. mmmiai^-y 

[0 0 17] S:immi^i§^htix^^^mt^y-(7y 
hry'V^-'yayii. 

D- K-t5fcfetftl$ti5o gffl :^7-f 7^ h77°y 
^-v-a !>::i^7'77 I>-!f-I:'&5©;iSgt Ll/^;i\ 

50 A^/^5<t!l©y7 h'>3z777°y^-'>3>-T:-fcoT^.j; 
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g^fg 7 ^ ir ;^ -r 5 ft ® y i: Sffi ^ 

y^7Vh7^y ^-v^3>l©fti^r3-7yK^y;^ h 

[0 0 18] /<i/^-v'-7T^-v^^i:^^-y<!^-v>'>-l'> 
K-^i. 77°y^-~>3>'>-i'vK^7A^t>7^'-ir;^§ix 

-7 7° ;i ^ b 7 7" y ^ — > 3 > ^7 ^ > K 1 1/ Ml / N ^ - V 
^ ^ >^ K ©-0 1 y -;/ ^ 7 > K Ky -7 ^'T t 

T4^y. x\mm. $ ixfcs:»©r y y 7 ^ - ^ - 
t7^-fe;^t5fcfe©7'i'=!>©f6Jix;;)^t K7-7^''t2. 

t5„ x%\t. -xm'fm'f3'T-'yaynt^h\,'-&\% 

[0 0 19] #fflf— ^^-*aglI^t;UiL*;^^'-e^'X 
1-5fcfct. ^yy A^^^y-'yay^-'f-^y^- 
yz^-y. (CUD ^5Ui.te,itTv^s„ %wmwm. 
Jlfildjav^T. cu I iiHTML-r:/^-7^-;^-i:-fe 

y^-y~\l. 5:»©Sfti:ii». 7;& ■J'y httS--©7 
i^-fe;^, t-y^^-'owa. ;^-/i^E*y ;^ h©ta©fc 

fc^0^v^i-;^^^^-c■l^5„ cum. ta3>f:x 
-^-x:^^ h-;/yt«/T^$ix5CUI77y^— >3 
vj-f ^'K^'g^T:■7:^-fe;^^i^5„ tS^'^t"^-^' 

oTJ:i\ CUI77°y^— >3>^-i'>K'>fi. ±g 
^it^t7^'-ir;^1-5fci5©p< ^ >:y-/w<-Z^t>Bz« 

|gt7^*^-r5yc*©m-:^-/W<-^S^i-5o C 
U I77°y >3>^7^y K-^ft. 7^i?x$ixfca 
|g-©S^ISS^^-^-7^-:^^^^t5fcfc©ffSS 

fiffi»fi^3-7>^K^y ;^ ^*^1-57:==^-fc•t^-c■l/^ 

[0 0 2 0] *|SB^ttMt. v;^7i.7^'-fe;^lrigfce, 
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=3r^7y^-;/ hW-^-. /^X^-K^*a. 7°7-Y-i- 
;i-tLTStt-r5rt;65-Irt. Jiffi ^'7-^7> h7yy 

^^-v-sy. ^\%^yATyV7-f^)>T-yBy. cu 

I < h fc-o tffl^J^Eif 1 1 5o 

^^~^at5±J^, i*{lti±^-tfiicy7h^^7*SII 

-<7-^^trxv?^;HI0JSrf^figi-5„ i^fttil 
/<7' y y ^-^ftffl LTS»^lt-§-fk LSif ttSft 

20 Sfk. ^^tt©l/-<^l-Srffii*So 
[0 0 2 1] 

i»^$^ti*fTf1-Sfc*©^&t£«^ffiffii-5„ * 
^-if-lc^ © j; 0 ?ii#©ilffi iSiff ©:itt 

©HTMi^Sft-rSo 5*f+©PHl >C»©7;^— 7-;/ Ml 

lt^t$ix5o *3:T©!^»©gK)©fcfet. r:)c*j i: 

^-i-X-^. 7 = y-->3>. HTMLSl-MiPDF^ 
V^!l3:>^}f^'^»©^i/i7°7.y h7;j— i>.i^ft#*-f7 

30 7-7 nyy ^y-KS^^{l3: 

^-fe/I^3t#©«^=£7°7 '7 h7i--i.#^©7;r— b 

SQLtBS©^I'i-oi;^^^l■^tL]i^±©7-^-<- 
:^tfi®©yVi--t"y^''lrfefct Lfc. fefei^Sx-^'© 
iSf*^ff^^ij'b©t-r5„ 5:»ti^9fflffiH. -o 
^ il-^tiEi±©-t ©«^£S:»© ^Vu- 1° y $ life t 

©fc^tPo immmmMm^. ^y^-^-yy^x 

©i»i2^{ft^|Jffl-c■^5j;3t7'=^oT^^5-^-t:\ *|§ 

[0022] T5:(-*Jl/^Tai-i5^:^X:7 y-yi^'-y 

y ^ y?;! zi.-^-4y^-y :^-7.(r>%^\±^ *^B^© 

i 9 /£».T^x y y -y t y y 7 ^ -7 rr-if-^ y ^ - 
y^-;^}l. *5gPJ©ftS^Kf!l©S*(::^^5t«(::ffi 
¥(::^MtfiE$ix5::t{ia«#(;:{ls^fe;6^T-fe5„ T 

Ti5'9. *:|g0J©tQiIa-S'JPS-f 5ti©T1l/£l/^„ EI5il 
50 *IS?iltiS5:fc*i*#-y;^7Ai o©l|iaT-fe?)„ v;^ 
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■iri/f— . Y'y- Yfl^^X^^'y-y A v ^7-f3 

m^^ht--n^h. 'm^y^7yY7-f')^~'y3 
i^ff 3 > h° ^ - ^ -^s 7 ^ -ir ;x ^|g/£gf ti/cSF^dlBtt 
[0 0 2 3] 3Hf ='Vfc°^-:?-ii. f:li^-/^-2 2 

5foT«tgt5o -iy^-^^yY"^- 
'r7.-^xi;M¥ (ISP) {;:j;oTSft§;jx5i^_x< 

;^7t-7°d h=!/U (HTTP) SrftoT^lf— 
TTPtt. V-J\^YV4Y ( r^73i7'j ) ±-c-t-^<- 
TTPffllg/i^?lj7i.^,fj:. ^iX3S77°y ^-->3 

<. :t--<l/-f-r^' >^~■v'Xxi=^-tr$xlHl1::t3<Z)^^£ffl-r 
[0 0 2 4] ^fflf— /<-2 2f±. itffl^iyf^-^- 

J»©ilflro xtfeSif # t ii^t 5 iciiSffi ^ 7 ^ 
7 y b 7 7° y <^ - 3 > :i ^ P. g it L 7 K t fe 5 S 

ft. 'iy9-^-yY(n%Wfl^-)^Y^V7.it.-Y-^xj 
h=!;v (SMTP) ^iJoTx^Xf (15"!l;i}iASC I 
I) ;^ LTaffi$ix5„ 
tiJV^T. SffgSii. /°-y-t-/i^3>t°r.-i?-2 4 

Stft. 7°y>:?-2 6. 77S/^':^a2 8. M7 

-^-~yY7^'^7.W^^ ^V^^i/^-y-f/^xi>^^^7i/ 

[0 0 2 5] ii*07< S:#o^=7:t-i^y 
y-;^D/r-^ (URL) ^"a^, -ttbt ioTt-/^ 

-i;^^^L;cT. ^^feSftta. S:ff^7^7>f7yy 

^-->3>3 0^ftoT<;fflf— ^^-2 2:4^f.fe'i^ix 
fc^C^^^^'^^yp-K-rSo m%^y4 7:yV7-^3'T 
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<t#ft. SPSUS^/^v^ftSi^to 

^ 7 y h 7 y y > 3 y i±. ^ :x 7'7- 7 -y-'Tfc 5„ 

L ^ =1 1 -T' t . ^il^mt^ > fc"^ ^73i7"y 
7^1f(C-<-^ M-/>^t:iS-t:-#5„ .J;;c77-7^if' 

t^1i0-!jtj3l^Tfi. gif ^ 7-^7^ b7y y ^-v-3 

10 ^Mz.X%^^%'^Wl^X(D>t(r^V-7Y^^77^^) 

[0 0 2 6 ] ii{l^7-Y7yh77°y^— >3y}l. c 

^So^-if-Ji. a^/£7* f'ftlBl:-5*{t^7-l' 
7 > h 77° y ^— > 3 >lrf^ 19 ±if 5 r t ±-X^ 5„ ^ 
(ni.ofl71]^VY ^mz.fl\,^=^-'f-\±. 710 ^VY 
^i^?.fcfe©1f«*^-i-5URLt#^^ix5„ Sft^7 
20 -f7yh77°y'>--->3>(±. igjl=i>t:°^-:?-©x 
h-7yica^$;Jl577"y^-~>3>^^>K^7g 
rt-e7^-fe;^$tL5„ -B.7;&'>y b'|ffg^5i§]tf^fig; 
^ixSt, 77'y ■^--i/3y^'^>-K'?;iS«:^§ti5o 

H 6 © (^tt 5 7 ^ y ^ - y 3 y 

[0 0 2 7] 77°y-ir— ^gyr^^y K'^roiS/^mtg 

li. mn^y-(7yy7:f')^-i/ay\mo'm^^ 
X. tato^t-t-fcSo 7yy^->'3y^7^>K^7 
{±. Sff^7'Y7>b7yy^-~>3><7)«^/£migt 

30 =i>7^- =¥:x I/-V/3 >^-if — f >^?-7ai-7,CU 

x%m) 0 *«?^©ffa^tef!lt^5^^T, 7yy^-v- 

ny^'^i/K'^e. Sif^7'Y7y h7yy^-->3y 
w±MitgS-7 ^ y 7-;w<- 3 4 

J; 9(^/^50 ^-yy©*-^'y3 8^^ y :>'^1-5t. 

40 -fe-7-"$^ifcT y y /<7 ^ -^-xft-ir-y§tLfc/< 

[0 0 2 8] WM%W^\X\t. ^ -i vy~;V/<- 3 4 
1-4. CU I yY\/3-YlJyVXh 
■i>t^fyithx\^^h. ^mo^it^^y^^v y^-r 
^t. ^-^-n^:^zr-7'y^^^tL-h^\1. cun;i 

©li/^j|^":?y©f!lt::tt. h7 •7^y^'~'4 0. 7*^7yh 
4 2. t" y y 4 4 Xt/V -/i- y ;^ h 4 6 ©^7}t'^ y^s 
50 ^S^oo ^■^'yft. i*if^7'i'7y h77°y^--y3 



15 

?/ 7°*'^ y 4 8 m^X'7 $ tlSSiR^V 7 n 

^^tf 5fc*©ir=^-^Ty^5' Mz-Y-t- (SSL) 
[0 0 2 91 5*{f^'7^Ty hT7°!;^-~>3>(±. ^ 

lc^oXf-t°-h^ti±7Vy^y'y^i:V^hm^^-t 
5 0l±. ^fflf— -©^T©tl6(7)Ji{t^#±t5 

ffi^y^Tyhryy^— >3>ffl ^ ^ >- 

-7^ Kfiilffi ^ 7^7> h77°y ^-v-a ytM1-5tf 
11^5 6. /<i/^r-v?5 8. CU I 6 0Sl/--^/l-7"6 2 

^ry ^ 

[0 0 3 0] T7°y<;r-->3y>>^y K-XiX. 77°y 

*y ^ fa^-t5/-?'>-ir-i;-7t— -:;-v-6 4 fcS^-f 

*^y;^ f*^1-57yy^— >3y^'^>'K^*frt 
7^7>'h77°y >3 y^st?0tArt±iftlx2. 

^-v=-7^^-v=-t-ty f*^$ti5o 0 7(4. 

^mumm.m\mh%m\m 7 2 ^.i^^7y y ^-v- 

3 y^4 y K"? 3 2©piffi-c-&-5„ 

gffit 6 6 . ^ b 6 8 . iiMWtltffi 7 0 

fz%^^<~^y V^~'yh LT«$ii5o ^©ffiW^IE 

[0 0 3 1] 5:»f±. Mffli^l/M'4:$!&mi©iiMt*^^ 
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^P^S$tLTV^7iV^;!)^Tfc5„ y ;^ bg^$tL/cS:*7 6 

S?J^1-S„ lS©S»'b-ttSRTt5o -fiXt^s 

K\ S*^v^(±'iiJi^1-5 ^ h t-X% 
5„ *-/vKtt, -^y=fAy^'^<JyXm^W^^h.^(r) 

10 y ;^ h(cfc5v^;i^7i5i»fc. lcVM±^T©5:»A^' 

[0 0 3 2] S*f±. SLlvN^^-i/^z-YVK-^rtT 
H^L. 3*fS©fcfcliffSg;tll:§5o 

J, ^_ ,^ ^ y p TiA^ix. iiK-n^yTAy ^' ^ © 

/N-7<5r-i;i>-Y>K'> 7 8©iaffi-T:-fc5o ^<5'^-v'> 

20 ^yK'>7 8tfixoT. ::L-if-ili#3^#©/N°y^- 

K (4. f!l = :x V ^ L 7-/w<-ai^(:: i o T 
77°y -ir— >3>i>-i'>K'>;i^557^'-fe7,-e#5o 

3-— f-^ss:»{^fil77°y 'r-'y^yt^h'Mti'y-iT 

X\ y<y^-'y^^yY'^-&m'fi^o 

[0 0 3 3] ^^nxm~mm.\z\t. mmi^. xm 
©Sift, Td^<3^y°y3yi:mt. 
30 -f^&^t^h^bo ^(DUfi^'J ^<')t-fy3y\at. ^ 
ifclieso. y ^'j^;^ h?tlg8 2. 3:»*a8 6. ir£ 

a^8 8. h-y>-^-:n-K9 0^S^ttiTl^^„ 

nn'M%ikm\t. ^y7-7i— A9 2. -fe-77i-- 

i.9 4. ir-7VN7>-3'-9 6. i^jf 9 8 ©«/£SJX 

v^f±^-;vy X h©i:;istWcitfeoTt. ^^y'T-'y 
•^-iyYt>(n> Ft o : J 7^-/i^Ki 1 otJI^^^ 
5„ #*©a{tt(±S^7;-/i-7 Ki/x. 

40 ffg TTo :J 7^-/l-Kt7 Kl/X^fftiAifo f1;t> 
19 3.-- f"-f± Tt o : J y 1 0 8 tr^ y -7 L 
TSff t © ^ ^ > K ^ (^7 ^ -fe X 1-5 1 1; 1 5 0 

[0 0 3 4] 7< ■>-fe-v©t7'v=:t^' htt. f-7^v?i^' 
f^^'-zVKl 3 4(CA^I$ix5o p< 5/-fe-v^gj$tt. 
^ s/-fe-v7^'-/i-Ki 3 6i;:A:^i$ii5„ ■t7~~i?:ri' 
M 3 4 t i/ir-v^ 1 3 6 ©7 ^ KliPlSaJi^T 
fcoo *l§Pj!©^f®^ffi1?!lt:-(j;. 1h7'i>:n:^ h(±. li^ 
p< -/va^ ^ -fe - V i: y D - K ^ t PJt 
5HTML*/< — :-v>±tJltL5„ ;>< i/ir-v^fl. « 
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fc:5:*r y -^-}-7^-ir;^-t-5flfe®T'1' 
[0 0 3 5] ^N-7<:r-v?'>-Y>K'?tfe5S»#"^>8 

S „ /^ -7 ^-i^ ^7 ^ y K ^7 j^ggr 7° y ^- V 3 V 

3 8 tftoT. ^— 1f-tti:®m^-7:t— 7 
2/ hti»^s-fe-7-"$tifc^^l^E-r5r^:;i^~T-t5o S 

=^y^^-^. PDF. ^V-i-Kj/^. HTML©S/£ 

Tl/^5„ fe'57°7-7 h7;f-A-I:#.ftW|g7:e7 20 

7-7 h7i~ATai^^mffi07-yp7yy^-'> 

3>-®7:t— 7-7 b-e-fe-7'1-5li:^iS-c-^5o 
[0 0 3 6] #«©ia*®att, MlL,fii*jf;r7°->3 

^^$nTV^5„ /<-7^-v'>^>K^7-T:-E 
T. fi*-e-t5o ffMli7^-;vK8 Oi;:*5^^T. 3- 

mmt^^i-^^ti'^v^^. mmmt. xtm so 
ffit-/<-pai^7^7y ^tftoTM^i^5llii^^3 

^^tSo y h«S^7^-/VK8 2f±. gff# 

Xmi'^tmi < git ^ixfc^^t^ 5 ;6^*Stmt5«t 

^7D^-"i 0 it^^oT. mm. mmmmM:)j 

-</H±. S*^^:^7- KffiaW/ifeO/NX7- Kl 0 0 
*E1-;6^lKv^f-i/<;^ 7 - K 1 0 2 ©5tE^S*1-5 r t 

Bt^ftl 0 4^V^^±g^t#t5:»^Sft-r5fc 40 
fct S S LCDftffl^g^-rS 1 0 6 il/^o/c«/iiI*P© 

[0 0 3 7] 5:»*a7^-;UK8 6 tftoT. ^-if' 
^lOBcDtici. xV7;^-/L'htl§:SLT'bJ;i/^„ ^-S 50 
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a*B7^-/W KB 8 ^ft;i.}f. ^-f-fl. SM1^-/< 
-3i:x-H^-i-Fjjg©S#^a»1-5i^SB#f.1 i Bta^ 
5 r i -I:- ^ 5 „ f y >- i'' =3 - K 7 n 9 0 
^mtli. ^-f-ft. ^-^f-©iiif ^'7^7^ b7 

yy >3 ^7:^7 T>:/ H^Mits y ;^ bi^f.gt«a 

-rH. t-y ^y-^n- K©PI^ix/cy ^ h;i5^iJl^I|g-T:-& 
5, y 71/7->^:^'^>l 1 4li. i^if— /<-±©ft 

[0 0 3 8] -H.^L-if-^S/N-y^-i^^^vK^'l-x 
y/<y/N7>!-^'-^ll£-t5t. ^-1f-ft. 31«*' 
^ > 9 8 y -7 ^ LTlJt^l^lrMi^Tt 5. gffl# 

5. 7 Kl/;^i±5fe-f*iT©o-*/V7 Kl/;^7'-7i' tJt 

-<fetL5o 7Ki/7^5^aL/i^^:i^. ^hhii. 

ih-/<-(c^©1it77yn-K$ti5„ $l-i^-y<- 
i±. 2):t7K^x^^-/py^ ^t^a$-^J:J:5t1- 
5„ 7 Kl/;^*S7ijo'g-i^L/<ii/^»^. m-f— /^-!.±7 

hpM^(o v^4y^ ^&ni-^o 

[0 0 3 9] U6^m\^%JLfzy<y^-iy^'{yV^ 
J.H?-7"-t:- 1 S„ ir-7' S tLfc/< 7 ^- ^ -1' > K (1 

tzT' y /^ y /<7 7< - ^ -11. -fe 7 -> 3 y(Dfm±^-:^ 

/■?7^-v='>^>K!>*^b. ^— if- 
!1. fl^$tlfcii{S:^7°->3 7 Kl/;^ y ;^ hX'OV 
^VM.4H£^tL/cf-7'>^^^ fXIl^ 7lr-vSrttf7 

y /< y /N7 /-^-i±-y'X'^ 5„ 7 y y /■^7 ^ - 
^ - * -fe - 7" -r 5 i il . ^ - - il -fe - 7V N 7 ^ - - 

7}^':?>9 e^^' y ■7^'-r5„ /-r7o^'":<}^"7^':^ii. ^ 

-if-tir-7'i-57 y ^<y /<7^ -^-('M1-5^f* 

[0 0 4 0] ±--f^htzy''Jy<^J y<y ;^-i'-i'^7 K 
i-:^y X h^^tp*^. ^-f^-i±5:#7^3>^-fe- 

y$nfexy/<y/<7^-^-7^3>±}c^' y 7^7 

y K K7 -7 ^-''-rs r t tfto Tii#^rJ*&-t:-t So J» 
11. S{^}^i&;^S/i?i'9©tfS*Si±tt. ilffi^sgSie^i;: 
feSSo ir-7■$tlfcxy/^y^^7P'-^-ll. r©« 
tgmt©#£©ir7 h--©^ffl;<-/i-->^-htLT 
mmt^. minmty'ysyii. m^&^i-ml^ 
^ItfiEliiVMllt|gT#S„ ^T©3*{f^N7^-^-* 

il1-5Sut^-7^-^-^MtIEL. Sc^Ml^ y±- 

'y^itmx'^^. ^wnmmmmmxii. ^--f- 

11. /<7^-v^^-Y>K^7^Si:5fl#{c:. 5*ffi;^7"v'3 
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[0 04 1] 't-7'^fitz7'Vy<Vy<y^~^-i'^7V 

'&-f7^T-i^y^^')y^-thtK t^^\mWi^Ay 10 
-7l./<- 3 4 X !1 ^ = ^ -9 i ^Si^t 5 r t j; o 

fcx y y :^~9-^f^<.t'<v^-=y^AyY^ 
ftrs-r:fi < 77" y ^-~> 3 > > K ^ Pi < „ ir-7- 
Sixfcx y y /^7 7! — -©^MfilEfl. i|.lT©-fe 
-7" ^ t^fc:/^ 7 ^ - - ^ Ati#;i 5 ^fl]l 9 ^ 
Ifj ©if L < -fe-7- $ tifcx y /^ y 7 ^ - ^ - ^ftli£i- 
5^ttJ;oT«#^ix5o 20 
[0 0 4 2] ir-7'$ixTl/^/£V^^S^S-ir-7'$tlfcx 

(.±. /N->>r-i;f7^ y K^^^lrl i:5il(^^M^-t-7'1- 
5«W£Six5„ iiitttt. aWi-T Ki/7y7 

^-T:•l/^/^^^ofc^a^T©■ir-y ^ixfcT y y y<y ^-^ 

-\L7 Yy7^')7^y^M^l>Z.h±'^-<:^h. Ayfr-^y 

^Ayv^(DWim. WAyt!^\h\.x(DW^-^-^~ 

y't^i JJ^~i^>l 1 6t:t:oT-fe-7'$tL5„ I1I9(±. 

5o Sif#'J'-l'VK^7 1 1 8lt. 7 Kl/7 7'i/^'^l/^tt 30 
Ji(fu£«Snfc^-;i-y ^ h/5^feSffi#©^m)*mi- 
*«B^©&a«fe#iJtfc'l^T. 7° 
^l-^5^~"!>>;^=^-l ZOttfeoT. ^— f-a. u-H 
;V7 Ki/;^7V^^!/^tt^-/i^y 7 htfeSr 
7^'-fe7-e-t5„ l^lliifi. 7°/v^"'>>;^:=^rL-(;ifc^^ 
-/Py^hlrSiRL. y 71/5'->^:i^"^y 1 2 2^^ y 
y^-t^t. mt^Py^TyVT-f^^-y^ytm^ 
^ S 7 * > M 1^-/^- Cifeft $ tLfc ^ 
y 7 hW^SffliSiJ ;^ 1 2 4}c:AoT< So P 

-:^7/k7 KV7 7"5'^' Wi^L. y 7V-5'>'^#"^>?r 40 
i^^-rSt. »i^^V7n^-^-||£$nfc7Kl/7 
y ■!7 li^hffiT Kl/7;4Sy 7 h#"-7^7tAoT< 5„ 
[0 0 4 3] Sif#©'^'-1'>K'>;^)Sf^^.;J^5g^c, -M% 
^y-^jyVT-f'] >3 >'f±eXlut|f;it,tLfc7 K 
l/7©y 7 h^S;^i-5<. y 7 1/-7V:a5r:^ y '^'^-fS 

ii§)7iy-7;4^t)©y 7 h^ssfijwty 71/ 

■tSo i£ff^'7^7>h77°y ^^-v-ayil. 3 
i)^$tLfc:y-7 4ra.T^i-5„ :3f-¥>i:/v#'3'>l 3 5 
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-li. y 7 h5jf-7^7 1 2 4;i^?3JSS^SJ^L. Sjf# 
^:LT©gK*H^tfii-5fcfct TToJ m^^^yi2 

-ji^^ y 7^'WM®iig®ss^^^i6tL. ->7 

^'7l 2 8iis^$iL5„ g«t*'-7^'7y 7 bty 7 
$tLfcg{t#ft. iij^zp'^^ y i3o^^y-7^1- 

K/< y ^ 7'<-7/^^^ y - h ^ 

[0 0 4 4] roKj /S'^y 1 3 2«ri' y 5/ 

^■f^h. gffif-*'7^7y7 
-i^-^-Yy K-? 7 8© TTo : J 7^-;VKl 1 0 
^$ix5 (il8#HS) „ *|iP^©»a^M|T'fi. 7i- 
/^y7 Mi, **©#^gSSf ry;^ h : j':^ttoo 
3--- r-|.±. /N-^^-v-^-f y K'?© TTo :J y-i- 
/V K;!)^bg{f#7 K ^7^M^-iJfe^^^|.j;tM{t]ET't 
5o m£$tLfci»xy/^y/<7y-^-|±. t©'Sl 

lExwy ^ I ^ liftffl © fc }c:ieit^ -;K^te'i ^ 

3 'T-y3y}iy<y'r-'y-^-(yY^\m. mt^y\f 

^-i?-©x7^' Vy-ft^i:>^l\h^^-t7^^y (0 

/T^*-f) 4:5i$^-r5::ttioT7^'-fe7T#-5o 

[0 0 4 5] =iy7^:¥::i.y-->3 y::!— f-^y^_ 
7m-7fj;. irif— /^-SrilgP?tK|±iL;t;7^-7^X 

^^-X7^' fy7°(;ia^$tl5CUI77°y^-v'3y 
•^-fy K'i'gftT77ir7-i:-#S„ f-f^f::. CU ni. 
« ^ -If h 1 5 ±T © ^7 1 7V7 ^> -f"7 7° y > 3 
y^iiLT. ^VMiig{f^7-f7>'h77°y^-y3y 
lraLT7i^ir7-t:-#5o H 1 0 *§|B^©&1** 
filCftSCU I 77°y >3ye7^y Kt> 1 4 0 ©g 

mX'hho ^wn(DWMWkmx'\t. cui{±. ^70^7' 

7 y -if' g A T^ffl f— SrffO^ai 7 ^ -7^ 
5fcfc©HTML-Y>:?-73:-7t:-fc5„ r©HTM 

L-<y^-7=i-7«. jt*Sff. itiift. 

7*^7y h(cM3-t5ttS--©7^-fe7. 

-rst-y y:?'ta. ;'<-/vE:iiyy 7 f©ta©/tfe©^ 

3. — ^ -a 1r 1/ ^ -5 „ 
[0 0 4 6] CUItt. ^— !f-t«ffl$n57*^y 

©7*'>>'f^i^;l-^~-, ^Vl--7°7*'>> h-7y->?^ 
^'/l^-T"^ g;54^M/^5^'y^-7^- 
7|raT. h©x-^t7^-fe7Lft{1:-r?, 
^Lti^x^i,. ^—f-i^ciM^yya y^f^i^-f^ 

7^^yY(Dmii^Mm^-^<-\ci^xmm^fi 
^mi^^tiSo ^wmimm.mx\t. e^©7*^7 

T ©S# ct 7 * ^ > b t MS-r 5 7 * ^7 > h ttlS'-7 ^ 

-fe7-et5„ Tti'yyv-7^--'y"7-\x ifiMcTti'y ■ 
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10 0 4 7] 7^ h-^y-'y^-ii^l^. /yy<- 

iTLVv<.y/r-i;i 4 2, h7 4 4, 7 10 

ti^yyiAQ. t-yvi/148. ;^-/vy:^M50 

t&!n;i^yy-jw<-i 5 Aich^m^'^^^^ 
c?yi42. 144, 146. 148, 1 5 0 t LT$ 

^flXtSiQ. y V^^f' yi 5 2i-i 

y > 3 y ^7 ^ >- K ^7 ro«j$i.is o fcff^ 7i o T V ^ 

[0 0 4 81 BZ^7-/W<- 1 5 6 IX i^mtg^ tfe 20 
5^-«|gl 6 4('7^-t;^L-^t-^V h-rS/^fct 
Stt$I^T^^•5„ laiotdoV^T. ^-y-/w<-ii^ 

5o CUI77°y<:r-v'3>^^'>K'>l 4 0{;ir3|-r5 
^--7-/w<- 1 5 6 i,zh^M~i-if'^-y 3 yii. 7 
Kl/;^ 1 6 6 i::t7°v^3 y 1 6 84:^tp„ ^TtD^Z^ 
-;W<-t-^^tl5-x;^7■7K:?Vl 5 8 (1. igWxTV^ 
5^tlg(-^t-tS:ty7^ y^;l'y}C7^'-fe;^1-5fcfc}:i 30 
{gffl^ilS., CUI77°y<:r-->3yi>^yK'>t{i. 

7 ^ ir ^ stifc«tg-©»ig®^ y ^ - 7 ^-7. 

1-5fcfe©!7-i^7-<-7 1 6 0 t-a*txTi^5o = 

^-i6 2«. cun^Hi-5ftff±(7)3-7>'K4-y7 

[ 0 0 4 9 ] Sffiai^fi. is^ffi ^7^7Vf77°y ^- 
^yi 4 2;4^t7^-ir:^§tt5o r«3*ffiat^;tfto 

ft ^7-i'7y h77"y ^-yayizi^x-ft'-h^h 
Ti'^?iv^7°7-> yy :t~J=^i)^hX'i,^in'^t^X'h^. * 
fSB^ ©ff a^K^a-tii, ir -7- $ tiT V ^ 5 X y y /-^ 7 

Xt/n-*;W7K^;^7'i/^ 
7 ^ -fe 7 (if ijffl -e- iSffiatgiC 7 7 7 1- 5 

K^;5SffiT< 5. El Ifl. 
itflltftSCU I ^-^-^^^-v^li?-^ > K!> 1 7 oroiiST 
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[0 0 5 0] ©ii#®fc*[^. ^-f FT 

0 :J 7^-/bKl 7 2(-^»T^iu^A^-e#?)o / 
-/l-y^ftj. 7°/l-^''>yp^-^-l 7 4;i)^?3S*^T't 
5„ ^-if-tt. ^tLtJ;oT^-/l-y7f^£T. # 

/i-l;^- 7^ -/V7 K y 7 7' 5/ ^' --(±7 7 -t 7 -e t V \ 

Ft o : J 7 ^ -/^ K 1 7 2 (^A:* ^tLfdl I ^S^Stl^i 

Tv^5) . 3ilfli^-/^-(^J;oT^-/i-y 7 ftJtg 
$ix5„ liiA'^^-zi^y 7 

m^<D ^ >^^«g ©*mi::#(t£i-o Sift 
tt. -f-yi/rn^ h7^-;l'Ki 7 6t;^ y^z-^yy^- 
;vKl 7 8(1x^7 f^A*i-5„ S^ittlt. ^% 
»:J 7^-7UKl8 0t. 5:*©^iut. ^©X»-- 

©/<7 ^ ^ ^ ^ 7-1-5 1 1 i o T3*ft ^ lL53t»*lt 

J^-r^o {-tDi-, 77^7Xz}f^y 1 8 2^7y 

[0 0 5 1] «ic©S»^iHt-r5tf±, gftttt rj 
»^M.(^i6Jnl-?). . . J y y7 1 8 4^^ y s/^t 

yY^hm%(ny^~-7yV^^-fb^4yY^ (a^ 

iir-f) ;45^^$tL5„ tu©CU I /nj/^-v'':;^ y K^? 

1 7 0(;:|£tA;^$tLTV^5tff6(±. ffLi/^^^yK^ 
tSi9a$tL5. ^©lid^g^JIfJTfi, 'Mm\i% 

^o-e-fcflSTtSo y-irj/ h#^yi 8 6tt, 
K^(-fc5^T©7^-;uK^^ixf.©TV7i-;vbt)c 

SC7y7— 15„ K^ftTS'^'yi 8 8li, X'f7;i-7Vh 

;^:/>'3 y^{JoTi»©ii#^lMt5fcfetfeffl$ 
tL5, 7 K^7 7;r-AtA^$t^^ctfg;iS^^^^^^ 

)S-r 5 77° y ^— > 3 y ^Alt,±(f 5 fc46S:itt7~7 
%-J\.tzM%. Mt^\m'fA^-'y (la/T^itT) ^5^^ 

[0 0 5 2] %wmu'mMmx\t. cu i tii, s 

117 7-Y7y b77°y <>-->'3 y©;^ft:ty->3 y©% 
i:"^5^ftiTV^5 (a8#ffi) „ mt©i^ft:f7°y3 
yti±. :t7°~>3>7lf7y 1 9 0^7 y LT. CU 
I rt^v-a :7^Hltii7 7i?7-e#-5„ Hi 2 
i±, **9!©&S*ilf!l!CftS CU I :t7°y 3 >-<->^ 
1 9 4©iiS7:-fc5„ ^©ti7i:t7°->3 XCfi. ff^tll 
fil 9 6. y 73^7 hJSmi 9 8. S:»*a2 0 0.^ 
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[ 0 0 5 3 ] CU I ^-if-iJ. git#;iSi»tT^-k 
;^-r5fcfctffi#tL/£(ttbtf/^fe/£VVN;^7-K2 0 6 

2 0 8. Bt-t{t:3t#2 1 O^J|:£L. 2 1 2^g'(f-r5 

^'-3- KMX-f#5o y Mi. CU I ® t-y y^'-^ 
>?^-yv-e-£M$ixf*^$^5 (gli9#,Ba)o rt-y 

Kj b y y^'tt. if-^CU 

[0 0 5 4] yir-7 h#'i?y2 1 6Sr^' y i/^'-rSi. 30 
^'7;t;vhi:LTir-7"2 1 8 "f^ r i: 5„ -B. 

ffi3]^'?>l 8 8|r^ y 5/^t5tii#^S||^$tx5„ ifi 
mint, f B©;^'f >7-;w<- 1 5 4i;:fc5iifeM^ 
>1 4 4;6^f57^ir;^^|gl:-fc5„ i6»i^-^«|gtt. 
T * ^7 :/ b ^ ft ^ nf^iiftl^o I NT ®tf L T 

^J'lliC^feSCU Iii»-y— 5'-<-i>2 2 2®BfflTfe 
5„ B-^-^-/^^^-l 5 6^Nfe©^Z-tt'^-v^3 > 

D7"2 2 4. f— ^2 2 5. l/*°-h 2 2 6. 51*1^ 
2 2 8. ^jvy'l 5 8 lr^A.TVN5, m±nm^ 1 9 
2. 1j— f-2 2 5. Itm-'Qh^. >y~;w<-l,z 

h^mt^^yii. x'y/^yp/ (H^-fr-f) tLxr 

[0 0 5 5] 7;* >>> h-^t^-i^t-tt. ^'Vl— 7°7* 50 
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tifz^iio^i-ma^i'^^mxhio r'y^^y D^'-ro^;^- 
-7yhithyy^yrmmcii\.^x^^^n^ mi 4 

y-y^y^'yt°~h(Dmijiz.m^^fi^ (BI15-17 
#1) . *«Bj©ffa^in?i«. ^-f-immcom^ 

3 y#'^>^^A.TlN5„ f@^©i2^#tM-r5tffSfl. 

D ^-$tLfcE*©igm©ii.T^(c t y y n ^-t 
#t©3if^tMi-5^^-7^-vf¥ai-*°- h (la.T^ii 

-f) tyv^LTV^S^ 11*01/*- h(i. *5aLTVN/i 

^t^^l^:^»^© y V ^ . 1? ^ ^. y 

-fii. f@^©g|f#--©i*#®:RlitMS(c^TP,iL 
fc»l'b^^T'V^5o ^-if-ii. ^z:y-;w^-i5 

6}::fe2.o^''2 2 4|r^' y -y i' LX V yyy-</l-ti ^'Iz 
mb^ti>X^i>, 

[0 0 5 6] ^-^mm^i&^x. ^-if-fi. #^© 

i^f«l/Miiii#©-fe J/ hi^M-f 5tfSt«ffi^IE«t^ 
-r:ii:i)5-c-§:5„ ^— f-J±. M'^©fc5S{^SrllS^-r 
5 /c ft t f— ^EP© V N-f tl;4^©|a;z^-a-j5-ti:^J|£-f 
5„ St©S«sffi£§tifc®^. ^-^^yiyyit. 
±T©sp©^-et^a fandj i^-^^^^T-t•5o * 

^-if— 1-^^-7^-;^ (GUI) f±. ffi^t^^tiT 

i/n5„ *ii©-y— 5^wig7^'-/i-K©i/3- h y ;^ h 2 

3 0tt. ^--i-v^tffi.T^JixS, ->3-by:;^hC 
{±. io©iJ— f-S^^s-tSixTv^So rxo :j 7^ 
-;^K2 3 2tftoT. rL-4f-;,j;^ mSif#©7^i- 
7 Kl/7sSl/Nttgft^©a553^m^^-/b7 Kl/^*fto 
Tf— 'fT'tS^ sl5^^m^^^-/v7Ki/;^l::J;i9. ^- 

[0 0 5 7] rp r om : J 7^'-;^K2 3 4t^J;o 

T. 7i'yy}-^^--'y^~ii. miorm^im^f 
=^:^-i^!o./yy<-(Dm^;^~ji^7 Y'y:^imiKt6. 

f)V-y°:^ yy<-}Lm^(D7-)3^yYiBiv¥-\z.%V,^ 
r©fi)T:£©^— f-©l;^7!-/vzi-«$ix. ^M^^J 
tg-C'fe5„ rf-7'v>^ h : J 7^-;lxK2 3 etio 

T. S:»©f-7"i>:n:J' b 7^-/1- KTS^O 

ltbn2.=^-y-K^A;tl-e-t5o ^J»:J7^-;ix 
K2 3 8tJ;oT. ::i-if-«. S^^STx^^ hf— 

[0 0 5 8] r^ffix-^ : J 7^-;l'K2 4 0tJ;o 
T. ^-if-a. #£©0X(i-^©mit-c-^Iif ^nfci* 

#^-t^-^T3:s„ i^-^#'^>2 4 2^^y ^/i'ts 
ti^^iteL. i^t^ai-5^T©i*#©i/.if- h 
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7i--AroTfSICfe5 rM7i2,:t7°->3 X . . J 
y24 8i:^V y^-r^t. v-a-MJ;^ 

;i-K©B-. i£5Sy;^h (0**-f) ^^1-5-<-i>t 
[0 0 5 9] M^RIIrJ 7^-/WKiCj;oT. 

t © (afe*te© i <;)Xt; t° -;/ ^ 7 -7 :/ ^ ixT I ^/ii ^ 

Srt^a^ ^£ii*PB. gftB#. ;'-7ir-i;7 

^ 7 o ^'(- ffi $ ^fc 7 ^ —7 y h X-m tLXm^^K 20 

hm^V 7 n 2 5 0 (OWmXh^. ^'4 7n^ 
(CioT. f2 5 2 

Lf::l9*l/M±iTtV^7;^— 7-;/ b2 5 4^£aL/ii9l:' 

#?>„ ^%m(i^u'mM.mx\i. --on^ 

fe7;^— 7 5/ h$ixycl/*°-f. fiP*:.S:^7i-— 7-7 

i f¥»tf fg yt°-h(D mtt'^ . ^y:i—^yhxm^ x 

[0 0 6 0] V^rnf^'iZl^X. =^—^~lX ^-v= 30 

-f-l4> mmm^2 S S . Xf4f¥^Stf$S2 e O 
^t^^t-'5^^*a*^t5„ Mgf2 6 2^^^ y •;/^'t5^ 
^X(D^^A'^±-y'^ti. =L—f-lX 
7^ir;^Lfc7croi-*-h^VM±-^-v>tS5„ ^-f 
-it 1/*°- b tM5 i: . if Li/«S:£T'«/T^$tL5„ 
^~V7u^-iiy-fe-;/ h#^y2 6 4^{goTy-fe:y 

-7 -y h 2 6 6 -e©S{M5*-Iii»l/*°- h OM^Xh 

5„ f— ^-■y-;!-/^- 1 5 6 40 

v^y n^- cornet -atSo 

[0 0 6 1 ] if^mmmmmmxii. musfti^i 

(±. f:4^'^y2 8 4^^ y -7^' LT7^'-ir;^$il 

5o git I-*- f (i. rsjt# : J 7 ^ 

K2 7 0 #SiJ©it#©m-giSt(75^&fu 2 6 8© 50 
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^VM43*#;i5iiffl$iif^p;-;i-y^ ftfc5m-g 

ffl#^y ;^ fa^i-5o y;^ bt^ixJii±(75i&iu^s^5 
*^ (. . . ) ^\ ^mm^m^. 

rgfli^^:j 7^-;uF2 7 2}cy;^b«^ 

m^^flt.m'^ l"a*Oi^^:J 7^-;1-K2 7 4 

mi-&ri^2 7 6. 

[0 0 6 2] f!l:ifi. mi 5t^Stl5*fc*S®i*# 

It. fi-y'^J:^^ h : i 7^-/wK2 7 8};:y;^ba^ 

tlfcB#ll. r3gff:j ■7^-/L'K2 8 0 t^$tiTl/^ 
5«(-l 9 9 7^1^ 2 2 HT'fcSo ilftl/*- 

2)„ S-Sit^ 268 "jane@isp. com," 
rgjf # : J 7^-;VK2 7 Ot*^$^^TV^ 

6. miGii. :^mMmmmmicik^m^y*~-7 
y hX(D^mmmmyt°-h(Dmmxh^. siit 

Wmmyt'-V2 8 2lt. rgft^:] 7^-/^K2 

7 0 tfi^ ©Sft y :^ h**-r-5„ 

rgff ^ ; J 2 7 2 7 ^ -/U KS:i; Tii^o^^?^ : j 2 

7 4 7 ^ -/ix K(4. (D^imtrntim^ ^ 

#Srg{tLfc#SB^y^h**1-5o f!l^l±\ 016 
[0 0 6 3] gif#f¥l;|llii»l/*°- H4X. ^T©^- 

/vy h*teii-5„ w^©&ii*i^iTi±. 
ix5„ 1117(4, :^mm'DimMMmi^ik^^''j y^'=' 

-V'yt—7yV 2 8 6X(DS:imtmi^»yt°- h© 
BffiT-feSo t-y >'^''=i-K7:^— 7 7 ff±, t-yy:^- 

K2 8 8 m^^L. t-y y^'=^- Ki B#t j; 
*^^3W5o cui7^^7>htaffi|gi±, r7*^> 
>hj 1 46 tm^^Lxxhi>^4yy-/i^y<-t^^'y 
i^bm^^mxh^. TiJ^yhmmi. i'->-7°7* 

h-7;f->?-t-. im\7tJ^yVt^J^V-. /yy< 

-Tti^yvt^)\'¥-nm.firTti^y\(D^4y^'a::^ 
— if-©^-i'7°{::i;oT^ft;1-5„ -y— /<-y7b^:^ 

7(±^-if-©7*^^-h^^7^«EL. "mfmt^ 

[0 0 6 4] :^T©^-if-|4. Tld^yVAy-yy.^ 
^tf f@ « © :x - f -© 7 * ^ y b ic H 1 5 Iflft 5 1 

a7:*7>b'lffl*£5rt^S-C-§^ ^(;5^<;^r7_l,-^ 

V/<-©ff LV^7 * ^7 y V^\>f^X^ S fd'ltT/i < . ^ 
©7:*'>y MffBSrS^TtSo r©«i;:. ^'Vi— 77 
y ti/iB-'7-/W-<— ©g 

z.-f\if-y3 y\i. m%i ; 3 0 2. ;^ y^^-W^ 3 
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IG 0 6 5]- T;tJ'>>>iS 

9 > h *;v^-t fit fi^J^o ^3 O^s^^tiSo 

■ • ^l±^ 

* ^7 y h ttS i: 7 * ^> > f -7 1^- -tISiiS 

20 

[0 0 6 6] ^'-vu-yr^^yh/^xy-KH. tf$6-< 

-l^^n t>it 5 7 -I- -A K fc•t^-e■^ ^ 
^'-/l-m7*^7>h©f^gKH#^S^1-5„ 7*!)> 

z-^-zi-/^- 1 5 6 >^^'-mt^*»Xt5 :: t 

t;iJ;oTp*y/<-roy;^ 018 
fi. *?g0Jro^?ii^SFy(c^5^'>-7-7^^'y b-v^. 

-v^-t-7*'>>h^t^^;^y/<-^7xf y K'> 2 8 8 (7JH 

iiff^^g^-r5:it;^5-e-t57°y 7 7 7>^ (la^it 
T) -©y 

[0 0 6 7] f)V~--f7fi ^ > 

h©^il2 9 0 hnm-hm7T^^\\-fz.^ y/<-S2 9 2 
p<W<-©yxh!±. 7:*^>h-7T^-v 
i'-Sr^^. / W<-7*'?>'fiS 2 9 4. 
2 9 6. {^fife0{^2 9 8. ftm^-7:^-^r;^§i^7c.B#3 

0 o^St*-c'*/T^^ti5„ y 5/^1-5 

5t:J #"-7^^ (H^-ltT) ^Sttix<5„ 7*^7yhig 

y j/^'1"5::ttft-oT. -7^--'y^~\%. fi^© 
^y/<-7^;^7>htStrf.TS*t^-§5„ r©tfS 
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b©7i W<-7*^7yMffg^-i; (la^iir-f) 

**^>/<-7*^y htfgtt. ^fc©t©^t 

[0 0 6 8] • ^Vv-7°7*'>>f 
■^>/<-7*^7yb 

■«:iT7^'ir^B# 

•«^^-/^7Ki/;^ (H*™ 

:>-^'-!±, yA-ayy^T^V- Y\X%^fl\^t^. 

XT' y/<-7* ^ bttS-<-i>}cfc5/^;^ 7- F^t 

(0-<-'y\ch7^\tm^^l^ii1-z}ihfim.\,. H« (H 
^« Sr^-y s'^'tSritioTffi^TtSo y-fe 

So 

[0 0 6 9] ^>'A-7*>>:/M.i. ;'<y/<-7*'>y 

v>^m.-^-'y\chmmt^9y^^ y i/^-rst^^t 

i»-r5.rt:iSi:-^5„ 7*^7yh^iiJ|^i-5ttt, $ 

Ma©gutllig^5:S*-r5ftg-<-v?2:ffi-to 

7 * ^ > h ^^Mfr^V M^M ^ $ 5 i . 5a $ tLfc 

i-y^^-^^y^^ii-^^^^ix^o ^^—'y^-\t. % 

Z.V-)V;<~-\ 5 6 tfcSiiJD;'^ W^-y y:^'^:^' y -7 

^f-v^^-t. ^ w<-7* h©{t)3lti£:;>st 

m%^myt-i^ (i.T^w ^sa.T^$tL5„ r© 
7^-Ai±. ^ y^<-WTtn^fi^^}v--y7ti'yy V 

t. t'f^^htz^mmmti / y^<-mt^^^-ro 

[0 0 7 0] 

•^>/^-7*^>^^ (-7T^-v^^-(-J;oTf^^) 

• ^ y/N-^ 

• y/-?— ©^^-;>i -/U7 YU:^ 
■y<7.9-Y {RXimm^< X !7 - K) 

iiip (ii:^*-f) y 7^1-5 ii^Lv^7*^7>h;is 

^yK^7tS5„ yir-yh (0^*1=) ^^yj/^t?) 
t7;f-A^^ y 7-t5o fgl«©7*'>>htt. 7:* 

/£V^©T:\ ^(Dm^£B-^'D7:h^y ht'-zvy-lt^ / y 

^T^^^ev\ 7* htfffR-i-v^^^fjS^^iLStfflg 
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[ 0 0 7 1] Tii/z^-T^^^y ^y/<- 

'emmmttLxiih-f. ^^y-jw<-it. ttig m 

^-fr-f) t^/^-f (m^^-fr-f) ro;^Sr-tA.Tl/^5„ 

tiL. m^^L\^'^<^'7-Y'immLf£ntnf^£h^£ lo 
[0 0 7 2] /-^ yy-jw<-i 5 4Kh^if') y^'t^ 

-K3 1 0. iiJpr!- K3 1 2. yjJ^-^;^-ftfi£3 1 
4 . yjj^V 3 16. MX 3 1 8 . -^/l^T" 1 5 8 

tL-rV''7t'b£7);4^*/T^i-3 2 2^«/T^-t-?)„ 
*ft«T(±. y Kfi 2 5 T-roft 

[0 0 7 3] <© t- y y^'-:::- K 3 2 4 ft. 

©ffi^^<e^MEa!3 2 6Xft^tLtl^ii-5^ffil^t1- 

5„ t-yy:?» (#10 2 4) ^::^5^^T. ^-if- 

\i. a-KXiilBiiitioTt-y y^'-3-K^53WS so 

S3 2 8tt. *-I^-^^^ti5o ^'^^^ h3 3 0 i:7°l-t' 

7;^ (ii^T^w ^'^'ytiSoT. ^-if-ft. t-yy 

K©igJO^--y^a5:^i::i"^T'#5„ f"y y^''=i 

-^S7^'-t;^ RTfg/^en- K© y 7. ^Vi-- 
$ - K(c^^ 1 7 ^ ir 

[0 0 7 4] ^y/<-t±. t-y y^'^-K^S^St^ff 

jST-tT. -7;t^-v?^-;aH^j$L/cy ;^ b^^P.^-K?: 
V\ ;^ t-y >':^-iiK(^^Vv-7°^V^ttilAf 

5o * b y y^ ^ixfct- y y^-"=3- y ^-rs 
i2 0(i. w^roffii^Mtftsiimt-y V 

K!?-^ V 3 3 2®IJffiTfe5„ ^-f'-ft. 
.yV7p^'(c:fe5ii§]/i7^'-/vK3 3 8. 3 4 G^^t 50 
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«ttyir-7 h#"^>3 4 2^ftoTi^ y7$ix5. 
l±. Mif3 3 4^^ y -7^ LTir-7'$tL. 

i±. £ff$tLrctigi:«^t5 t-y ksicm 

5„ ^-f-ft. r©^'-V7n^-;!).P,3-KtK5S^ffl 

^336-r5rtt-et5. ^'Vix-y^ ^-/i- 
-yt-y v^'^- Ykm%xifi\^(DX. ^'~>-7°^ > 

[0 0 7 5] >3 y\^h^'Mw^-YmM 

3 1 2 ft. fiA f y V^'^~-Y'):^Y tif @ ^ifiJPl-5 

fcfciii£ffl$ix5„ Bi2ift. :¥-wmummm\\m 
siiJofy k^'V7d^'3 4 4©iiST'fes„ 

-K^ rt-y y^~":i-KA;f] : J 7^-;VK3 4 etA 

^-A-I:- r|fi3i:j 7^-/l-K3 4 8HA^$tl5„ iS 
JP/R'^'yS 5 0;4i"^'y ■;/^$tL5t. f"y y^'n- Ky 
:^ ^irifLV^1t«:^■^3Ii)0$ti5o y 7°l/-;^/S"^>'3 5 

2;4s^y 7^^ix5t. t-yv^'^-Ky;^ ht^fcStf 
t-yy^'^^-Kft. x^xh^r 
'l'/i-;;)>'fe'b7 5'7°D-K3 5 4-t:'^5„ y'y'^T^t^^y 

3 5 6ft. MWiT^y^Vyj ^ '^(0\tm.^%^h^. 

4Mt. mtT©f"y y:?"=i-Ky;^ b(CM#^:i6>tiS 

^bfitc^^. ^-if-tft. Mi?$ixfct-y y^'-^- 
[0 0 7 6] yVl—^V >A-ft, 3- K^^~>-7°t-" 

y^^'-^-Ky;^ h;!)^?>©S53-©iiiA3-Ky ;^ htii 

^y -yi'-Toi:. ^'V^-7°y;^ h;4^t,©:3- K© y ^ h 

Sic©^- K^»XT-t 5„ -B.#a©^- K«J^^ 
tiit. /yy<-}t. ^mt^^y^i'V •y^LX^'j^(D 
mx'J yvimKLtc=^-V'i:m]i-tz. -{yt^^yif 

Sic3 lAVy^i:^V -y^-t^t. ^— f-ft. -O^K 
-(y^^imx^h. 0 2 2ft. *3S?g©^tji^JlfS{-ft 
5-<yjif^^i^)$^^y K^3 5 8®Ilffi-t:'fc5„ ^'V 

»1-5ft*7i©/5^^IIS-t5 ^ t i^X^^^-'fy ^ y 
-y^-feSo «#ft. t'y >^~'='-K/£V^LS{f#tj; 

[0 0 7 7] 3.— f-ft, y f 3 6 0;i^t3t'y i/tJ-^'a 
-K/^l/^Lt-y >'^'=i-K©-fe5' h*iili^-t5^\ SV^ 
ftSff #©W^-;^ -/1-7 K 3 6 2 ^A^t^o y 

h c: ft . f y >- =3 - K t fc- y y rmm^fr^ $ nfc p^i 

■t^>teili^^-atti-rv^5„ a6©a#^iS$/T^$tL5 3 6 

4 „ ^-if-ft. ^ y #V ;^ © h- y y ^''^fsl 3 6 6 t M 
1-5 B#iaffl*oflSi-Q„ -mbMimmA^^tio 
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4 yt^4 :^-iyt°- h ^ 4 y 3 7 2tS^$tl5o f" 
y v^-=2- K3 7 4 i t-y ymm 3 7 6 si. ss^Sm 
Sr-atfSS 7 8 

[0 0 7 8] h 3 8 4. 

i*jtB^3 9 0. gfs^S 9 2^«5^-r5o ^4ife3 8 0 

t->r— >3 ^ftB(±t-y y^vWj^-i 
T'feSo -o#y;^^5^3 1 6^^'y s^^-rst. *^ 

f±-f ;^ h tSSo i ^' ;^3}f- h 3 8 
[0 0 7 9] t^y y/ms 1 stftoT. ^-if- 

fl. y y 3 - Kta i -Y ^ ;^ h 7 i- — 7 

mmmMMmnm s f y y mi^^w 7 n 3 9 4 

tDMffi-efeSo 7°/l-:?''>>3 9 6 tftoT. ^^VP- 7°7< 

>?-t-;4i-fS^LTV^S^>-7°fy 
K3 9 8/^v^LE3£4 0 0 (:: JzoT y ;^ f ^S^-fSli 

^7- 3 - KT' S 5 ^- 3 7 ft t- y > 3 - K-T- 
y;^hfth'yy^-n-KtJ;oT53^S$Ji5. s 

S^Sti5^f©S4 0 2^||St5o 
[ 0 0 8 0 ] ::i-if-{±. ^'y^7>h(af*-r5l4^ 
4 0 4 IrM tie-fo ®ls).^fi±S-S-^ 4 0 8 "c t J; ^ 

ht-t-;^7°n/<^^-;as|| 
*1-S*ffltJPxT/<-i?yx-i;W!t4 0 6 %^A/ 

T 1/ ^ T ^5 i V ^„ t- y y 7 n ^ n S tf 

SH. Mif4 0 5^1/Wiy7l/5/v^$tL5 4 0 7„ 

7:t— h4 1 OSrSKLTt) iv^L. irLV^7;f- 
-7-7 h^£«4 1 2 LT!,J;i\ ^fS^ft{^!|-c1i. ^- 
1f-}±. Ho®^fe£ft$n/c7;j— ^2/ 

^y^—^yht^bm^t^. S*^>*'-Y^7;r— 7 
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UMatft SKffl^ yt^-^7-yt—7 y y X(04 
7. h ©iiB'efe?)„ Bja-f yt^-{ 7 4 i 4 ii. t. 

[0 0 8 1 ] 0 2 6 fi, *|g0^©s^ii^M!ltft5 t-y 

K-fV^-f X7;j— 7^/ h T©^ ^JPV 7 l/3}f 
-h-e-fe5o t;~~y >^''3-K-Y>jS-f7 7*— h4 

2 011. B#^«. f~yy^'^=i-K4 2 2tJ;oTt^ 

*y 7 h^{Mst;ta-r-#5„ H2 7ij;. :^%mm 

ii^ffi0iltlS5^~/^y 7 h-<-i>4 2 4©iiffiT'fc 

5„ y-/vy 7 h^lgfi. ^-Yv^-^w^-i 5 4^^^, 
7^-ir7^|g-efc2)o ^z-tt-^— >3ytt. pf-/vy 

7h426. ftj*y7h428. SS^53 0. -^;V7°1 
5 8^^tfo ^'/V-7°7*^7>Mt. ^-;vy7M;i 

!V--f^) 7.y\i^ 7*^7y h-7;f.-v-t-}::J;oTtS 
$tLTfci9. ^T®^'Vl^-7°;^y/<-;6-^7:?-fe7'SI|g-e 
fcSo ^'/v-y)^yA-\t^ ^w^-Vw-y^y/^-ti; 
oT©^7^1r7Bl|g/£fflAy7h^^a-c-t5„ fi* 

©7!w<-}±. S5^-©;^-/i'y 7 hgfi^©43-ei:"©y 7 

[0 0 8 2] ;^-ry:y-;W^-l 5 4(;ife5;^-/vy 7 

yt^^yi5Q^^3 y^-f^h. m^TP<-/^y7^4 

3 4 5r«-t*4 3 2^a*f 5„ 3:©ftli. fm*©;^- 
;l-y 7 htfe?)glft©lf«4 3 6 t^-/wy7 h^sft 
tfti£tM$ixfcB#4 3 S^ffi.T^tSo SRKS4 4 

ot*^$ti5. ^-/i-y7hgiR (la/T^-frT) 

T. ^-if-tt. Jil^;^-/^y 7 
B#tioT5>«1-5;5^^?|^t5„ i|ft©m;J\ 
-/V y 7 h 7 a ^Izm^^-^h^o ^ 7 h 1 7° 1/ 1- 
777jf^y (H^-tirT) ^-/i-y 7 h©-<-i?fBl|- 
-t f^- h 1 5 feWIft ^ixTV ^ 5„ ^ y 7 f © 
*-7by>^$tl^c^lu4 4 2?r^7y-;'^-t-5t. SJJ^ 
§^fc^-/i-y 7 b(::MtS^-/i-y7 MI|Msasx< 

5„ [a2 8ii. *^B^©ffa^ffi«(cft5^-/i-y7 h 

f¥lffi -Y y K 4 4 4 ©HffiT-fe 5o 
[0 0 8 3] p<-/vy 7 Mia^—:;|.ii|^T©;'-/i-y 

7 ^(;:oV^T©-^IS:tfl|i^t^L. ^x-f-fj;^ 

y 7 h 7 K 1/7 ^a/c 19 ta Lie 19 T'^ 5„ i'Vl'-T"^ 

y-'-<-fi. //i--7°;'-/i-y 7 ^$rSi^l:-t7iv^„ ^ti 
i'>-7°y7h©>-/uy7M¥a(.±. ii*©fc* 

©7 ^' K^«^L/il^ L;i^L7i;;)i- fc, ^'';v-7V > 
A-tt. fflA^-/^y7 h^S^T-tSo 7*^7>h^ 
:^~Vv-7°;^-;l-y 7 h^ffi{^-l:'t5„ 7 
* h-7;t^->?-V-tffi/T:$tifcplB4 4 4(±. 
15Jig:^£7:t-At:'^-/l-y 7 h(D^ms4 4 
5„ y 7 h©^ii^^;i5ic|.±. 3.— f-(t^ yt-J^ 
tfeS^&m^r'^lL. Mif*':?>4 4 8^^ y 'y^-t 
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5„ ^-if-fi^ Sf)/£#^y*^y -7^LT. ±^(D 

i'-)V^)7. h^ffl^4 5 0. t.\^\XrYV7.^'-m^A 5 
6 \,Wr^%^h. 

[0 0 8 4] Z.n^mi.:^-!^'') 7. V7 YV7.i, 5 8 

htyvfTxy (la^iirT) f±> TKi/;^© lo 
Ktte)tiTi^i)7^'-;wK4 6 

U s^^'-rSi^ -^ar Fl/;^4 5 8(7)a4 6 4^S« 

[0 0 8 5] ^-if-ll. ffitt$tLfc7^-/l-K4 6 0 
}c,BS#^fBLT. 7Kl/XC0SS^-fe-;' h^aSlt^^si 20 
tT^So m^;^-/i-7Ki/;^7:tv^LHV^>- 

2^'7^) y?-fi>h. J!fct-g-a-r57 Kl/;^4 5 8©a 
4 6 4;iSg^§;jx5„ ^{i^ 7 Kl/;^©*S^g:i?-7 b© 
4'i)^ti:~©7 Kl/;^4 6 6;i5^/i^$ix-CV^5^i^^^i-o 

^©7K^;^^S*7iv^L|lJI»-t-5o MSftiJ^ 

7K^x^SMif/£v^Lg|JI^§i^?>t. ^-if-fi. Sff 

a-i-v;;5^?>m©7 Ki/;^^-StiiJ^t5 1 1 
#5„ r-<-£/±(75ii||iJ|^j 3}?^y4 6 8 Sr^'!J 
i-St. *(^fe5^T©7 Kl-X3S|iJ^$tL5„ r^T 
©-a-SSIIiJI^J 4 7 04r^ U :y^'i-5t. 7Kl/;^:iS 
5IS©-<--:/T:-I.x.5;6^5^^(:i;i^;i^t5p3-f. Bg^t-g-S 
t5±T©iig:6SgiJ^StL5. *ffli^-/<-^5^ig}c7 

ixSo 40 
[0 0 8 6] ^-/H);^ M¥|[I4 4 4tfe5iSi]07 KI/ 
;^#^>4 5 24:^' y iiJB7 Kl/;^-^-^; 

aq7 Kl/:^'>^y K'J'4 7 2©ilffi"c'fe5. *iff©^- 
/vy ;^ h4 7 4©iSifi^s-#±tca^$ix5„ ^tlili. 
^-;i-y ;^ Mia-<-i>t^ y ^-if- 
i&JP7K^xSr. ^i)A:t) 4 7 6 (c: J; 15 , 7 7-^'^i- 

'i'/i'^4 7 8 SrA:ti-t5::i^3-e#-5L. ^T©7r-i' 
;u?rt-f-t-?)A:fci::77^>Xj}^'^y4 8 o^-iJ^ t 50 
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tTtSo ^tu('±Sff©>-/i'y h4 8 2;i^?5#T. 
ftif^-/^y;^ ft^flJ^iirSri iill07K 
ftif7 Ki/;^y ;^ M;:i6Jp$ti5 4 8 4;4\ ft 
ify hte^#^55 4 8 6„ ^tu^'^S^Stlfct. ^ 
— if-i±. fiA.©^e^ofc}i;4^i9 ©ilJllTiV^Lft^ft 

[G 0 8 7] ^-if-ll. ^Z-tfc-^— >3 Vt^h\%lk 
yxhy>^'428?r^'y ■>'^-t-5::tt;:J;i9ffLi/^7; 
-/wy;^ f^f'^ji-ftS^ *l&BJ©&a*SfJ-i?Jl. ft 
)5jc;^-;l-y X f-<-i; (gl^T^W f±> iaaP7Kl/X--^ 

-i^Tfl. ^-1f-{^;>^-;^y 7. b©iSf)S:#ffiStl 
5o ^— f-ii7Kl/X^. Kltfcixfcx^x 
x-r-^||)]-l:-A;^)T#5„ -f-fJ}::. ^-if-tt. 7T-f/v 
ji^f, 7 K i/x *7 -7 7"n - K1-5;6\ XftmtT^ -/i^ y 

i-if-^sifLi^y:x h^ft)*i-5©T% mfry 

X ^(^St#;^5^c^6©i-7°^/3 y{l/£V\ iiSo%^ y 
-7^+5 is IIS$tifc^Smffc7Kw;^©feS^-/i-y 
xh^-«$ix5. ^-if-(-, ifLi^yx bttig^^ 
^/c\ i:if$tif::p'-/i-y ;^ h y*°- h;asg^stL?)o 

[0 0 8 8] l^7.y-2-^^n7 ';±-7.^%t)h 

15 i o Tf-*- h $ ix5^gf*a© 7°tt. S« 1/ 

mE^^ifo ^©ffis-ffiSi^. s^ffl^7^7>h7:/y 

^-^>3y. g{t:^y'l'7y h77°y^-^>3y. CU 
t tf«^{*a 7 A 7 - ^ t J; o T 

JiT©j»ii#tlt5*ft©7D-^-r-b^-fe§„ 

y->3> (5 0 0) ^StAT-rSo Elit^yt"^-^- 
COm'f^'y VU-^±Tmm-^<- (5 0 5) 

[0 0 8 9] it{f^7-<7y h7yy yaxi. i 

tf©^WSLi/^ (5 1 0) o rtib-^i/^-/^©Slo:i^ 

Mm-y<~itxm^m%.L (515) , «^a*fl;< 

ir-i^*Sfflgtf;:i*5 (5 3 0) „ ^||t-/-<-ft3 
fm-^h^ (5 2 0) „ =i>7^-:¥^I/-i/3 y^-- tf" 

— Y >^-7^-xcifiaf*a#tt^ Pit 
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ffSLV^ (5 2 5) o 

lo o 9 0] a*B^ -yir-i^t^StT. S^tS«flSit 
fci»^^''^7yc-K1-5 (5 3 5) „ Sff^7^7> 

-ei/^50;^5ff^ LV^ (5 4 0) „ *3SBJf±. ^SltjSV^ 

{-0 0 9 1] ifwm-m.m\z&^x. %mm\m 

Jn^ -^ir-i^tt, -i— :?^-Xf±/-?-y-f/^Tv^:5^/l-7 
T /^- y -f > t° ^ - ^ - tJ-SIt 1? 1 5 „ Sffl t^'^x 
y ^ 7 ^ h Liiii^SLWfMT-t: 5 J; 5 ^ 1 1 

(SDCE) 4 2tj;oT. mH-mz.-xm^'it±\z- 

if ^-7 VV-'P 1 3 4 4^aLT. Sff ^'yt"^-^'- 
1 3 5 2 i:g{f=3^t°=.-^'-l 3 7 0HT*^f^tl5 

1 3 4 2 a ^^-To H 3 2 tt, 
jf ni/t-^-^'-l 3 5 2. SDCE1^-/<-l 3 5 

8. g{t=>yf^-^-i 2,1 rnxmi^fi^mm 

Sv/^xi. 1 3 4 2 b lr^-r„ [ll3 3!i. ilffir^Vh"^ 
-^-1 3 5 2. SDCE-ii— /<-l 3 5 8. x-:?-< 
A-1 3 6 2. S:'(t^>'t°^-^^-l 3 7 OPbI 
T-^ff $tl5iiEB^g®->;^xi. 1 3 4 2 c ^^to 0 3 
4tt. iSft='>t°:x-i$?-l 3 5 2. SDCEf— /<- 
1 3 5 8. x-^-<-;^f— /<-l 3 6 2. EEHJf— 
- 1 3 8 8. S:ffl^>t°^-^7-i 3 7 OH-I:-^fT$ix 
5BEBJaftv:^T A 1 3 4 2 d ^^"to 
[0 0 9 2] E^fMSf^EBJgfivXrA 1 3 4 2tJ: 
oT. Xwl 3 1 2©K^ft#l 3 5 2fi. 
jf # 1 3 7 0 ©fcfeClxv^^/l-EBJ 1 3 4 5 (El 

3 5#Ba) 3 1 2tt. #^:^yt° 
^ - -7 7 -Y ii J; ^ -I^B^ fihh^'^ {mW~ ^ 

4 2{i. J^WMfeSif^l 3 7 OOfcfeW-r'v'^/i-II 

ist ^ * ¥tt t L. fi0^4it ©S*6^ 
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fi-kUi: (mi£#<®->^TAi)-^i)-/}<-hLTi/^5) g 
{f#l 3 7 0/!)^bii{I#l 3 5 2--#i-„ 03 5li. r 
i^^J^^l'lIS^l 3 4 5 Sr^LTfc'f). /<7']J ■7:^^-1 3 

3 2t7°7-<-<-h^-l ?,AQt^h^^^ S7-^ 

LTio 19 . ^<-f y J/ ^ ^- 1 3 3 2 fi. »tS{t# 1 3 

7 0©«/i#£©^yr^T^tMii#l•tbi^. 

[0 0 9 31 ^±^£i»S#(::MS1-5±Srn1S©-o 

mSif # 1 3 7 0 ®/n7' y ^/ ^' ^- 1 3 3 2 ^ft 
oTi»^fif^{l;i 3 1 2-t5K^/5^t34-f^„ 
5:»©*^#gftt 1 3 7 0 ^S7='v^^/UtEfl^ 1 3 4 5 
oTV^/£V^»^T■fe5o iS^ftl 3 5 2j5S7^ir;^WIg 
^£git# 1 3 7 0 ©r v^^/^iEl 1 3 4 5 
fi. 5:»1 3 1 2©^Hftl 3 5 211. Sfft©''-^7'y 
s/ ^ 1 3 3 2 S-fto TJ* 13 12 ^Pf -^{bTt 
T. ^©g*. iwl 3 1 2^st^^^§*57^ir^;6^P,{* 

xAl 3 4 2tftoT. J*l 3 1 2©igffi#l 3 5 2 
II. *ffeSff# 1 3 7 0 ©fc*t::xi^^'/HI?g 13 4 5 

il#l 3 7 0 tlS1-^*i±*/hPIti/=e5o 

[0 0 9 4] mtt%\mm^my^TM. 1 3 4 2 n. 

liE0J^fi£©Afi^FrS© 1 3 l 2©S<f#l 3 7 0 

t^h'^mi 3 5 2t#t. 'm^mmm»y:^T 

A 1 3 4 2 fl. icMttMit LT. 1 3 1 2 ©ig 
ffitl 3 5 2^5#< ©»^>(t«gffi#(^Mt5^fi#^o 
#^©tf«^3toTl/^5*ll^flJiltSo ifi^ff. #tt 
±^s^7-Y7y M 3 7 0(;:5:*^imi-5i:{£:£t 
5„ #«±l 3 5 2tt. ^7.^'7y ^©m^^-;^7K 
^x. *Pf©7KL-^. «|g#^©«/£#StM^#tf 
^7'1'7>M 3 7 0(^i3t5ia®tgff^LTV^5(± 
TT-fe5„ ^^7^7^ Mfigfi. ^7^7yh©|±#f* 

Aici/M'taiyx^-x^ 1 3 1 Q^mm-^fMmWi^ 

Jx5©li. r.©^-^'7°©»ltfg-e-fci9. ^n'^^T^'y 
^/urai 3 4 5:aS£jS;$n5©Tfc5„ SS;-tt©K< 

#sij7i'ifa(±. ^fii/-<7L^©ipiE^^?^ttiL. -^©em 

[0 0 9 5] ^■(MftffSfte/:^^ A 1342 

l±. mm 1 3 5 2 /S^SC* 13 12 ©^^tgffit 1 3 7 

0 1 m-r^mwmmAm * ^ < ©±i^*p o r v ^ 5 1 v ^ 

o^Mi^Mt^. f'yi'/mm 1 3 4 5 ^ijt-fSfc 
fetiiifti 3 5 2is::©gi;.tfia^ftl1-5zitc:J; 
oT. gffl#l 3 7 0{c^©#S?r5SS-r5/c*i::RS 
i^5A^a!■l^/J^^-/£5o i*if#l 3 5 211. tv^^/HiE 
B^l 3 4 S^itoT. 5:»1 3 1 2^mgif#l 3 7 

i*ff#-T:-feo#fI±l 3 5 2(1. SttSffi^Tfe^ ^ 7 

4 7y hi 3 7 0t|il5i*^i*mL/cl\ #a±l 3 
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5 2t^7^±:^^mf£7''y^^mm 1 3 4 5 SrSSfto 
Tl/^/ceV^^7^7>M 3 7 OtitL-C. #a±l 3 5 
2(±. ^y47yhl3 7 O^nT'iy^^mmiSAS 

[0 0 9 6] mU^. mmmmm'y^TJ^ 1342 
IX T'y^j'^mm 1 3 4 5 iissffi^-cfes ^ 7 V h 

1 3 7 0ffitfe5^^t^9;i^^^fe5fc&t. x-^'<- 
;^ 1 3 4 6 ^^:3i-7^7iv^Las^-f 5„ 3i{f 

#«ftS®->^Ti=.l 3 4 2f±. -mWUt^y^TV 10 
fO#£^oMfS^^tf:^7^7>M 3 7 OCH 
1- 5 Eft ^ § J § ffl-r t X - ^ ^ 1^ 5 „ 
ffl#itftSS->^TA 1 3 4 2f±Y!i;t. @ 3 6 t^s-f^ 
tC. flB^^K 1 3 4 7 ^4jtt5„ rOlEBJSt 1 3 4 
7 ft. ^7-l'7yh#ST-^l 3 4 8. 4^1-511?^ 
iO§Sl 3 4 9 (#"!lx.(lX. 5 0 9|iEBJ) ^ttf^y-f7 

> M 3 7 0 }-ii-?)x-:>^/Hi0J4^t^^^>S/iffS© 
^t'S:^^-c■v^5o wm% \ 347 

S^/^SDCEf— /<-l 3 5 8t:ie)ix5„ SD 

CEi^-/<-i 3 5 8}±<*):};:. SSIffgi 3 4 sroftAi 20 
mES:*feT^'7-<7>M 3 7 G{:: Fiiy^?^ 1" 
5o *^BJ!©&®*ftf!)Ti±. SDCEf— /< 

-1 3 5 8{i. ag©ftfi)tfife$tlfcURL (::L-7i- 
-AU y-;^n/r-^7) :Sr'KoT:^7-Y7> M 3 7 0 

1 3 7 0fi. 1i¥'>3;7V7!>if'^aLTr0URLt 

r:^'IJs/^j ^i/^i±7^-fex-c-#5o URLi;:7^'-fe;^ 
-fhh. ^-7^7^ M 3 7 0 t SDCEf— /^-l 3 
5 srB^TESMiSSl/^ftSDCE^ISl 3 6 %1S^V&t. 
-So 30 

[0097] ^7-^7yH3 7 Ofi-fttet^. -oS 
^M■4^i^«±«Si{^f l 3 4 8 4r S D C Ef— 1 
3 5 8tA*1-5«**b^l5o ^f®^K#'^l:-|i> ^IS 
It. ^7-l'7>M 3 7 0 i SDCEf— /<-l 3 5 8 
«fs^(Z)-ir^:aTy^j/ M/-Y-¥- (SSL) ^Tlib 
tl. HTML7;^--At:$lJl-t5o SDCEf— /<-l 
3 5 Sfi/jfct. A;f3StLfcfffgS-|fi'i$tLfcfI§gSll 
3 4 7 5 E'» $ Ix ^ 7 7 y h tf |g i J:t S L 
T, :^y'f 7VM 3 7 0:*5ELl^;4^i:"3A^3i:E1-5„ 
•a-a-tSt. SDCEt-/<-l 3 5 8(±. S^Ti^-^ 40 
>t^/l-±-e-ajft^'7^'7y hxx^ h-7 7°l 3 7 2}:i 
SEBJSll 3 4 7^Si9. gffiti/;^x-i.±l:-^— <7 
-1 3 3 2. 1 3 4 0^t)t1-5fcfe(-EBJ®H 3 4 
1 ^'^'^-thVV V^:x.T^^{=^ y ^TV M 3 7 0 

Tgit^l 3 70t'a^li$-fiSbil5o :ts;$n/c7° 
\ 3 3 2|.±. ^ft L<ttPKCS 1 2 7 
*-^-7b^ffioT. Sift->^X-Al 3 7 OtlStt^ 
ix5o /<7'"y ->:?^-l 3 3 2ij;SDCEi^-/•^-l 3 50 
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5 StSStl?.;^^. rroSDCEf— 3 5 8l±t 
a. -"^^^'P ■7:^S.tJ^^7-Y7>htfii©R:&^rv?^';v 
fiE?g 1 3 4 5 i: LT. LDAP/^V^L {ti-f-^^ ^t^V 
(Drny b77 httS:#tt©) b 7 :^ ^iiE0JtSf— 
/^-©1t/iEBJf— /<- 1 3 8 8±T'lBftLTl/>5. 
[0 0 9 8] ZtLT\ mm (0iJ^ii#tt±) 13 5 2 
(i. >f^feSift^7^7y h 1 3 7 0^©IfittStlfc/^ 
7'y i/:?^-l 3 3 2tC7^-t;:^L. />7"y j'^'^^-l 
3 3 2^ftoTgjft^7^'7>M 3 7 0^MfeiL 
fc:^»l 3 1 2^Bf-^{tL. ^L-r. Bt^fc^tlfcS* 
1 3 3 6 ^:^'7-Y7y M 3 7 0 tSittS ^ t ii^-^ t 
5„ ^7-Y7yM 3 7 0;i^ f@Agffl#->^T 

A1 3 7 0}^S6fc?) (/■^:7"y i/^^r-t) ^^iStST" 
3 4 0^ftoT8f^ft^^/ci»l 3 

3 6 1 3 3 8„ SI 3 7 {J. ^jt#SimBJS 

1 3 4 2©S-m^/T^-r„ 51{f#l 3 5 2 
i±;^X-7yi 3 5 eT. SDCEf— /<-l 3 5 8 

y^^^hL. g|f#^mE-r5fcfe(^«^^-;i'7 

;^©«^£mf|g*SoT. Sffi#l 3 7 Ol^M-f-SIE 
§a©±fig^§i^t5o 

[0 0 9 9] SDCEf— ^<-l 3 5 8}±ft(:i;^T-7 7° 

1 3 6 oi:\ a#f*Pti4VHii@A7 Y\y^(rimmm. 

{t# 1 3 7 0 (C#^©1fS;tf « 1 3 4 8 tii-t5x-^' 
-<--7^ 1 3 4 6 Srl#-tS„ 1 3 4 6 a. 

a5:x-^-<-;^ii— /<-l 3 6 2rtSl'MiSDCEf- 
-/<-l 3 5 8rt©1t^£V^5l/^5^=£aF;T©i:'r(:ifcoT 
SfflWrt^Mffgi 3 4 8^SM«Sffltl 3 7 
OWfcfcttfeSS-g-. :^T-7 7°1 3 6 4-e. 
Si: LTSDCEf— /<-l 3 5 8tSf3n5. SDC 
Ef— ^<-l 3 5 8f±t!fct^xs/yi 3 6 5-T:\ 7=-^ 
Efi^^goTIEB^SKl 3 4 7^ifife1-5^\ rixttt 
-e. gfl # 1 3 7 0 SriflL. 1 3 4 5 

[0100] H 3 8 nMt^m'mWMyT^f K 1 3 

4 2©l-apgl 3 6 6 4r^1-5i\ rixliizE^IStPf 
(f tl5„ S D C Ef— /<- 1 3 5 8 UliEB^^K 13 4 7 

I? . -7 7° 1 3 6 8 J» 1 3 1 2 ©>ftfeS:ffi 

#13 7 Qhwmii^mk-t^. ^(D%mmi 3 6 

8!±. ^*Sif#l 3 7 0}C^7^7>h#^7=-^l 
3 4 8 S:g|f-r 5o *m^©S^ii**0'!lTfi. S D C E 
f— ^<-l 3 5 8tt. Sl6<]{^4fi£StLfc^=7;t-i^y 
y-;:^n^r-^ (URL) ^{JoXm^;^ ^/ir- 
v^^S{f-r5„ 4fi!c$tlfcURL^^y i/^'LT. git 
# 1 3 7 0 f±. S D C Ef— 1 3 5 8 i: ©iIg>ftIS 
1 3 6 8 Srnft^ffi-to :i©flf.'^.T:\ SDCEf— /<-l 
3 5 8tt. g{ltl 3 7 0^^b©#S'tffB^5if-r?)H 
TML7*--A,^S^-r5„ 

[0 10 1] HTML7;r-3>tg*^tL5fiAttai 

3 4 8 fi, gift 1 3 7 0 i::Slf ^^SJt 1 3 1 2 f;: 

gasn5«s#a©i/^/i-tj:oT^fcoTfcj:v^„ 
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tmm^i 3 7 0 II AT K^x. &^fm#^. 
^mmm^. mx^wm^ (pin) 

nWmt. S D C Ef— /<- 1 3 5 8 1 3 7 

±.X''i=jhfii>. 3*ttifclAlt« 1 3 4 8 *ffioT. 7^ 
X5'7°1 3 7 4©fBl SDCE-f-/<-(4. Sfcix/cx 10 

-^^ 1 3 4 8 ^tm.^m 1 3 7 0 tpj-rsiiiisi i 

3 4 7 til:KL-rSif#l 3 7 O^AllE-tSo '-^hflfc 
\m 1 3 7 4 tBEBJSK 1 3 4 7 t^dtB'B^tlfdf 
#1 3 4 8 ;jS-^g-r Sm^^ Sift 1 3 7 0 fl^T -7 7° 

1 3 7 5Ts.sESti.^ ^mimn^m^mo '-^hntz 
If « 1 3 7 4 i mm% 1 3 4 7 \z.mmm'^^fifz\t 

fgl 3 4 S^S^gbJ^tV^^-g-. 5*ff#l 3 5 2tft. r 
'y^fVUmi 3 4 5^S:i)t$tLTV^/£V^i:ii*B$^^5 
(04 1) . 

[0102] a 3 9 l±, 2ffif-ftfflIB^Sft->:^x A 1 20 
3 4 2 ©BH^pg 1 3 7 6 L. r tlft^^^- P j/ ^ / 

I 3 6 6 J:T5tl§ixfdaAtt«l 3 7 4;a\ SDCE 
t^^^-1 3 5QX'mm%l 3 4 7t-&aLfci€S 
-f^i. SDCEf— /^-l 3 5 8(±^(;:y^X->7°l 3 

7 8-C\ y7 h':>:3i7ttEBJgll 3 4 7$rSffl#~>^ 
xixl 3 7 0(^i^5„ ^t);txfcy7 b!>ai7(±. mm 

II 3 4 7 iS{f#=!>f;^-^-l 3 7 Otlftl-^tf 
#^fIJfflL. :/7^-<-h//<7"y 7^^-^T-l 3 

3 2. 1 3 4 Od^t.)$5Tv>^';l-iI0^1 3 4 5?r4gg;1- 30 
5o ^--^7-1 3 3 2. 1 3 4 0I±. iii'd 'Mt 
#->;^7"A 1 3 5 2-T:-^±iWtett^tL5o ^ii^K-B^ll 

Tlj;. /N^y ■y;'/-/7-f-<- =7-1 3 3 2. 

1 3 40l±. VYiCS12yir—7y V\Z%m-^fl^. 

^^y'^) y^^- I 2, ■3.2 tSfttl 3 7 OClM-f 
5iiEBJ5Kl 3 4 7roy 777>^}1. Sffl^ 1 3 7 0 
ii^tSDCEf— ^<-l 3 5 8 
[0103] 0 4 0 (i. A 1 

3 4 2©BEgapWl 3 4 8 ^^L. ' ^(■±gffi#/N7'y 
y";^-! 3 3 2©iljf i^fttWm?),, &a©r© 40 

m^x. stsitt 1 3 7 0 tH-t5/-?yu -7 ^' 1 

3 3 2i-±. Sfl#i/;^TA1 3 7 O^^P,SDCEi^-/< 
-1 3 5 8i;:i*P)ix5o SDCEf— /<-l 3 5 8(1;^ 
T -7 7° 1 3 8 6 T-. T v^^'^l-iE?^ 1 3 4 5 t LTS-g-^ 
tlfc^^y y 7 ^' ^- 1 3 3 2 t lEl^Sl 1 3 4 7 

f— /<-i 3 8 8t3t5„ tm%mnx\t. EWf— /< 

-1 3 8 8a, LDAP (y-Y h -^^-Y hx^- h "J 
7i'-fe;^7°n h=!/l^) -'^-TfeSo ^fS^t. SDCE 
f— /<- 1 3 5 8 tt. H 3 -T:'*-ttit3t» 1 3 1 2 

1 3 7 0 ©/^7' y 7 ;^ ^- 1 3 3 2 ^ft o TSSBf 50 
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3 3 4Tt5r t^.1^1-a*0*. ;xx-7 7°13 9 
0-t:-^ft#l 3 5 2(^Sitt5o Bt^ft^^fci 
tl 3 3 6i±. -m'^\^\t^--y hU-i'Xlt-fyi'-^- 

7 h7-^T^f-i' 1 3 4 4&3iLTgffi#l 3 7 0!' 
3S#§Jx5o Slf^l 3 7 Ott7j:t. 04t^-r«t. 
tf#lr«Bt-tofcfet@^j^e#©yy^-<-hir-l 3 
40^^90 

[0 10 4] -©ir^i/a yfi. SUftSjW-^ 
1 3 4 2 *«j$.-t5fci6©«filS*©^^^ 

fe^ffifttSo iEB^1^-^<-l 3 8&ommmm^ 

V\ m4Ht. '>^ri=stH-t5,=3y hD-;l-©»ittl^ 
SiBJ-r5S*7P-1^+-hT'fc5„ i2§ffitx:^^f7 
7'^7-<7yhy7 h'>i7. i*if#^ytv-^-i 
3 5 2©r;^^ h 7 7°i 3 5 4±-m. ^t^MifUm 
^m'y^'rJ^ 1 3 4 2(i. g-lf^l 3 7 0 tmMt^y< 
7'y 7^^-l 3 3 2^BB^-r5fcfc(::SDCEf— /< 
-1 3 5 8&U5EP^f— /<-l 3 8 8(^a'ff-t-5y7 h 

^^7^tA.x\,^^. mmyy h^=^7mmmii. 

S;it#l 3 7 0tMt^^<7"y 7^^-l 3 3 2©tt 

B#(-. as-^^y" y 7 ^ ^- 1 3 3 2 Srftoxs* 1 3 1 

2^Bf-^{bt. 7i:tS:ffi#l 3 7 0 -v^^^TS#1-5fc 
*t5:»lr S D C EiJ— 1 3 5 8 Ic^^, 
[0105] SDCEf—y<-yy h'C^T, SDCE 

i^-z^-yy f^3i7tt. *?&sj©ffg*JE0-a7:-{i. 

T©HTTPS*Sr^ift. IsSI-S/c*©*;^^^-?-^ 
X $ tifc 7 ^ ^ - ^ -5 H T T P 31 7"-y— / N - 

a*p^»*Sit#i 3 7 o(c3*5m^y-/v-{^-z< 

-t. x-^-<-Xt-z<-^,HS^L. E0Jgll34 
7^4fifeL (±f5fSt.) . 'yy^^J^(D±XCDmmm 
mtmithfz^n^^^y y Y 'y tu^yy ^ t^t 

!>:E.y'f— /^-ii. sdce-)^-/<-i 3 5 

8 i:S:»l 3 1 2©»*Sffl#l 3 7 om^Mz^-^y 
^-y :sL-7.XM ^ -trTSDCE-t)-- /<-l 3 5 8 
l±r v^^/HiEBJ 1 3 4 5 ©«^^g|i-r5o *«?^©ff 

iiSJfe^ijT-a. sDCEi^-/<-y7 b^^7H. Sft 

IdSAURL^^^LT, tm^imi 3 7 Otitic 
fgl 3 6 6 (113 8) ^IfetSo iSAURLfl. Stt 
#1 3 7 0 ^?4gtlifgt5^-lr^^, iWcr© r^r 
-J MS*«^^-/i-a*n±-i:S{fti-i*5. Sif#i 
3 7 0:i"i mmiiMXURLXh^) r© T^-j 
yir^-rSi:. SDCEt-z<-l 3 5 8li^-trfilTS 
©ilBJgtl 3 4 7 tMa#tt, 7jfet^':=i7V>^-7 
:x-;^^aLT. 5i|E#ISl 3 6 6 ^tfV\ fiff-^©g# 

#1 3 7 3 4 7©/<7y-^-t-a-a:-f 

[0 10 6] gfl#^7^7y hyy h^7:r7„ iiitt 

1 3 4 2 li. UmmWl 3 4 7i- 
P,/<7"y 7^'/7°7^-<-h:^--;7-^fML. Lil 
it. SDCEi^-/<-l 3 5 8^^f3gjt#->;^ri^l 3 
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lyhyyh^^^Tli. lElSKl 3 4 7^59. 

3 7 2Tv<yy -7^/7"y'Y-<-h^- 
-<T-1 3 3 2. 1 3 4 0^SfigL. Sjf#->;^TA1 
3 7 0-ertlfc©^-l 3 3 2. 1 3 4 0^E1iUi!fc 
^;l/^7'U 5'^'^-l 3 3 2^SDCE-9— 3 5 8 

[0 10 7] SEP^if-/<-„ S^Tv'^/HE 
BJta*^lJfflL-CV^5„ IP^i^-/^- 1 3 8 8 (1. xi? 
^ /l-IEB^^S^If *HiT^«£3L-f -7° n 7 T /V (^!lxL 

:^t^A.T'*5i9. 7"D^~~7J^±ro-f >c?-7rn-;^i5iff 

:^eoTV^5„ SaSffifll-C-il. LDAP, X. 5 0 0. 

mimf—''<-l 3 8 8 t LT{£fflT:-#5„ x-^-<- 
^^-o ^^mo&MMWiXli. SDCEiJ— 

- 1 3 5 8 EieSS 1 3 4 7 *Sj5ic1-5fc*tgffi 
#tf$gSr#tPX-^-<-x 1 3 4 6 ^BB^-t5„ 

mmxii. sffitwx^^ h-y^i 3 5 4(±. rtaiT^- 

^-<-;^ 1 3 4 6 ^m^X^. X. ^it^(DT^^ h y 
Zfl 3 5 4tt. hy7"l 3 5 4A^P,agtf#^ffi 

#(^n-K-t't5„ SDCEf— ^<-l 3 5 8 t ioT 

lo 1 0 8] «?e©**iS:i+tin;tT. 7':^^ hyy 

1 3 5 4;6^tEgi::. Xlir-^^-7.m^'mX(Di^ 
tl*^xmiM'y^r-J-.l 3 5 2A^P)ti)t7^'ir;:^Bjtg 
^^gffl^x-^ 1 3 4 8:iStei,N±j-g^^^^;^s^*^-^^, 
5„ ^©m^. i*if#gff'^ft->;^xi.l 3 4 2(±7'ii5 

«ii^#ti^}t5o lEBJSKi 3 4 iimm^ntzim 

1 3 4 8^^^-I:■V^5;i^ ifiE® V-</^tXflJPfi$tlT 

3 4 2 SiSt 1 3 7 0 ©/t*(rS*7="-::;=^;PiEB^ 1 

3 4 5^i^-t5M^^£*5ffi*fti-5o rro±J^. -> 40 

xri>.(±. J; 9^»k$tLfc^igi 3 6 6 tmmmKi 

•r5„ 04 1 It. mittmim&'y^T-l^ 1 3 4 2(Z3t 
0 2-t?fe5o 

[0109] -y 7° 1 0 2 -e. Sit % 1 3 5 2 ti, >C 
» 1 3 1 2 }cHt5»*Sffit 1 3 7 0 (Dy<y ^Jy^^ 

- 1 3 3 2 lrfiEf^-if-/<- 1 3 8 8 l^m^t^o '<y'V 

3 3 2^Sfc5:g-g-^ i 3 j ^N°7'y 
•;/:?=3r-l 3 3 2^|JoTSf-^{k^il. ;^r->7°1 0 4 50 
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-C'Sffi # 1 3 7 0 tut §tt5o ^^°7' y 5/ 1 3 3 

2ii5#ftL/£V^S'g-. ;ii{f^-|l. ;^7^-7 7°l 3 5 6T'» 
feSffi ^ 1 3 7 0 }^K-r SlilS* 1347^SDCE 
f— ^<-l 3 5 ami^i-^o SDCEt-/^-13 5 
8 -7 7° 1 3 6 0 T\ itftSit^ 1 3 7 0 

-rStf $11 1 3 4 8 ^T—^-<-y^ 1 3 4 6 {Cf,#-r So 
■If ^9 . x-^'-^-^ 1 3 4 6 mtlfiftStlTl^ 
SDCEi^-/^-l 3 5 8(1. :Xt-5/7°1 3 6 
5X^y47yVl 3 7.0tH1-5ftSJt£aE?g5K*4 
^-fSo ttmi 3 4 8iiSit< . x-^-<-;^ I 3 4 6 (C 
fBlt$tLTV^/iV^±l-a-. SDCE-!h-/<-l 3 5 8 (i. 
7^1 3 6 AXmit^KtzWmmmi 3 4 7i± 

[0 1 1 0] ;^x-;'7'l 3 6 8T\ SDCEi^-^<-l 
3 5 8 11. Sff# 1 3 7 0 AlE^IS 1 3 6 6 ^Mi^ir 
5„ ifSl 3 4 8 t-g-aL:^=Sl/^:l-§-. SDCE-f-z^- 

1 3 5 8 ft. y-f 1 0 exmiW^iminL. ^ — ^ 
T-1332. 1340 (D±j$.mjt>tl^j:^\ -p-SLT 
V^i^^f. ;^X5'7°1 3 8 0-t:\ 1 3 7 0 tl-f-5 

:/7^^-f/^°7'y -7^^ ;T-1 3 3 2. 1 3 4 

0;6SSft#v-7;Ti^ 1 3 7 OlZiS\,-^X±!$.^hi>o di\z 
;^Xi/7°l 3 8 2-I:\ ^ — ^7-iiSDCE-i^-/<-l 

3 5 8i::S^)i^5„ ^t--7 7"1 3 8 81:\ SDCEf— 
^^-i±. ilBJf— 3 8 8^ftoT>(tfeS:{f#l 3 
7 OtM-rSfiEB^^^fi-rSo :^x-;'yi 3 9 0-e\ S 
DCEf— /^-tt. Sfltl 3 5 2txv<?/HEflJl 3 

4 5 Srii^R-rSo -tSt. Sfttl 3 5 2{1. gl3(C^ 
-r«t»*S:ittl 3 7 0©45£§tL^c:^Nyy y^^~ 
1 3 3 2^ftoT5:»l 3 1 2^Pf^{k-T:-t5„ Pf-^ft 
S txfci* 1 3 3 6 -lEKlttt^^ -7 f 7-^ 1 3 4 
4±-I:'Sffii^ 1 3 7 0 l^ilffiStLS t . 13 7 0 
li. mA\Z^^tm\m\t.^hf:--fy-(-<-Y^~l 3 4 
O^IJ^TBfvft^tLfcXtl 3 3 6^«?lSTt5o 

[0 111] SlfI#SitliEB^^S->^xi.t^»ftffi* 

Tfe5;a\ ^W^fi^-^y^-^^yY. Ay 

Vy^-yV. LANstWANs. t^CV^ L^ntW^T 

gS©=iytV-^-7°7-;/ h7;f-i.. a 

< mmm k ^m^i ^tii> r t itm&xh^. 

5^ o T . flj! tilt *IS t i o T © PI $ n 5 © I:- 

[0ffi©ffiWiSiBj] 

[H 1 ] Sl^Ov--^. f^-fiS-§-ft©7'p -y^iiEl 
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[02] xmo-y-^uyv^-nmffiy'v-y^Wim^- 

1113] i»©/N7-!J -y^^-S^^itCD^'^y^Wimv 

[0 6] *^BJ(Cft2,7yy ^— >3>'>^>'K'>©ii 
[0 7] WJtft5iC«^*^/T^t7^y^— >3 V 10 
10 8 ] *|gS^©&a^ffif^tfe5/-?i/^-v>^7^ y K 
[0 9] W^.tft5S'ftt©'>^>K^7®HffiT'fc 
[010] *iiPj.tftscuiTyy^— >3y^7-<> 

[011] ^WM\m^CUly<y^-y^4y¥^(D 
[01 2] *^§etft?)CU I :t7'->3>-<-v^(75ll® 20 
[013] «0^.tft?> CU I ii»-f-f-^-v^©®ffi 

[0 1 4 1 ^mmmi> cu i has^y-YT 

[015] ft^JttSS 
[01 6] *||B^tft5. 7 2/ b(li5lt5g 

[01 7] i:'^jy^'3~Yyt~-7-yh 30 

[01 8] ^'Vl--7°7;&'>>'h-7^.->' 
5„ 

[019] *llf!tft5t-y >^-n-K^7^>K^7roH 

[020] 5 mm f" y > 3 " k^v t □ v 

[02 1] *|g§^tft5^iiPf~!Jy^'3-K^VTP^'' 
©HStrfeSo 40 
[0 2 2] *«0^t^5^>#Vxftj^^-v=©Iia-t:- 
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[02 3] ^^sjtftSK^-f y*V;^^'*-^'>^> 
[02 4] *^fl^}^ft5t-y V^W^'VTn/©!!® 
[02 5] ^^m\m^. #^^>*V^7*— 7 5/ h 

[02 6] ^iia^tfts. t-y >^'^-K^^#-^^7 

[0 2 7] ^HB^icftST^-zvy ;^ b^-v^©SETfc 
5. 

[02 8] :^mmm^/~/^v :^him-<-iy(Dm^ 
[02 9] «B^lcft5i6J07 Ki-;^^— :^©BffiTfc 

[03 0] ^l^tffiS. S^t-;/ h7-^±-I?©i» 
[03 1] ^-y hU-^ ±X'(Dmit=^yh°:^~^-t^ 

[0 3 2] i*{t=!yt:°:x-^'-, SDCEf— -'^-ig 

i-o 

[03 3] iiifnyt-^-^?-, SDCEt- T 
- ^ X i^-/<- 1 Sffl 3 > ^ - ^ -Mt-MT $ i^ 

[03 4] :i£ffi='>t°^-^-. SDCEf— X 
EBJf— y<-i:gft ::3>'t°^-i? 

[03 5] xv?^;HiEBJ©7-~a-7^'|&0-e-fc5. 
[03 6] iEB^5K®7'p-7^II0T:-fe5„ 

[0 3 7] m^m'^nmM^my^'rJ^Kmmi'f 
[0 3 8] ^{t^iii^©iiBjg&->x7A©sz©iEii 

[03 9] ii{S#Si^©iiE0Jgg->;^7A©SZ©/<7- 

y -7^/r7^-i- f:^-- <7-4]tm^^i-o 
[04 0] mmm'^nmm»y:^7-j^(D^E^m 
^ L. sffi#/<7" y 2/ ^ ^~(Dmt k^mt miK^o 

[04 1] iIffl#ft#©IE0^gfi^■>;^7i>^t^a^t5£* 
y -^^1-7 n-f--t- 
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METHOD AND APPARATUS FOR DELIVERING 
DOCUMENTS OVER AN ELECTRONIC NETWORK 

BACKGROUND OF THE INVENTION 

TECHNICAL FIELD 

Tlie invention relates to communication over an electronic network. More 
particulariy, the invention relates to a metiiDd and apparatus for delivering 
formatted documents over an electronic networic, such as the Internet, in a 
secure feshion. Further, the invention relates to the field of electronic document 
encryption. More particularly, the invention relates to techniques for the secure 
delivery of electronic documents to remote recipients. 

DESCRIPTION OF THE PRIOR ART 

Electronic netwoilcs, such as the Internet and intranets are increasingly being 
used to store and distribute a variety of data. For example, a World Wide Web 
(Web) page may include text, graphical displays, video displays, animation, and 
sounds. The Web enables a recipient to receive a document from a sender, 
regandless of platform, operating system, or E-mail system. Such 
communication is possible even when the document is not received at a 
computer but, rather, is received at a fax machine or networked printer 
connected to the Internet. 

In many instances, the sender of a document resides on a local area network, 
referred to tierein as an intranet. The sender's computer may be connected to 
the internet directly, or through the intranet's server. Users who do not have a 
direct Internet connection can subscribe to the services of an access provider, 
called an Internet Service Provider (iSP) in the case of the Internet. 
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The ISP maintains a network that connects its clients to the Internet providing a 
sender computer that acts as a host to its clients. The client accesses the 
Internet by using a computer with a modem to dial up the ISP, through the 
public telephone system. The ISP usually provides a point-to-point (serial) link 
through which the client communicates directly to the Internet, using the Internet 
standard TCP/IP protocols. 

Existing transrnission schemes are frequently not suitable for sending certain 
documents over, for example, the Internet. Critical documents must be sent with 
complete security. However, the disparate E-mail systems have vaiying levels 
of security support, it is therefore difficult or impossible to determine whether an 
electronic communication is secure. 

Various cryptographic schemes have been used to provide security for 
electronic communications. However, the recipient of an encrypted message 
must have not only the decryption scheme, but sufficient hardware and software 
to decrypt the communication. Thus, it is frequently not practical or possible to 
send such an encrypted message. 

Thus, users are often reluctant to send documents electronically. These users 
must rely upon the slower and more expensive methods of courier service, and 
conventional mail service. 

It is also desirable to be able to track a critical or sensitive document to insure 
that it has been properly received. However, it is extremely difficult, if not 
impossible, to track a document from point to point along the electronic network. 
For example, an E-maii message sent via the Internet is broken up into many 
discrete data packets. The packets are sent separately through the Internet to 
the intended recipient. Each packet may take a different route before being re 
joined to form the original document and delivered to the rBcipient. Therefore, 

2 



(39) 



^mW- 1 1 -2 7 2 5 9 4 



tracking such document has required tracking each individual packet through 
each link of the Internet 

Additionaliy, white a computer may provide some level of security for a received 
docum^t, lor example, with passwords or cryptography, an eJectronic 
communication is not necessarily directed to a computer. Thus, a critical 
document sent electronically to a printer or a fax machine is potentially exposed 
to public view. 

Even if such document is transmitted secureiy, it may not be legible when 
received. One problem common to E-mail is loss of document formatting. A 
document sent via E-mail is typically sent either as text in the body of the E-mail 
message, or as an attachment thereto. A text document usually does not retain 
the formatting of the original document. An attached document can retain 
fomnatttng in some circumstances, such as if both sender and recipient have 
compatible software applications. However, some formatting may be lost even 
when the recipient opens a received document using the same application in 
which it was created. 

Changes in document formatting can create significant problems. Electronic 
forms may not be compatible if tiieir formats are different. A misformatted 
document may not be comprehensible to the recipient. While many fonnatting 
changes are correctable, the costs to the recipient in terms of time and expense 
may bs substantial, 

it would therefore be an advantage to provide a method and apparatus for 
securely delivering documents over an electronic network, such as the internet. 
It would be a further advantage if such method and apparatus tracks the 
sending and receipt of a document, it would be yet another advantage if such 
method and apparatus preserves the formatting of a delivered document. 
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The development of compuferized iirfoimation sources, such as those pTDvided 
tiirough tiie Internet or other on-iine sources, has led to a proliferation of 
elecfronically available information. The desired or required security for the 
secure distribution of information and documents across networks has led to a 
variety of architectures and techniques to protect this information. 

Encryption is a basic technique to scramble information or documents to 
prevent unsolicited access to that information. 

Figure 1 is a block diagram of secret key encryption 1210a, wherein a 
document 1212 is encrypted, or scrambled 1216, with a secret key 1214, 
producing an encrypted document 1220. Hie encrypted document 1220 can 
then be transferred to a recipient. Secret key encryption,. sometimes referred to 
as symmetric key cryptography, employs a technique of scrambling information 
to prevent unsoiicited access, using a unique, secret key 1214. . 

Figure 2 is a block diagram of secret key decryption 1210b, wherein the same, 
unique secret key 1214 is required to unscramble 1222 the encrypted 
document 1220. to reproduce a copy of the original document 1212. " Without 
access to the secret key 1214, an encrypted document 1220 remains secure 
from tampering. 

One potential issue with secret key encryption 1210a and 1210b is the 
challenge of distributing the secret key 1214 securely. For example, suppose a 
sender uses secret key encryption to encryj^ a document 1212, and tiien sends 
a recipient the encrypted document 1220. The recipient needs the secret key 
1214 to decrypt 1222 the encrypted document 1220. if the secret key 1222 is 
sent over a non-secure channel, then the integrity of the security is 
compromised. For most applications, telephone or fax provides a secure 
enough means of delivering secret keys 1214, while the encrypted document 
1220 can be delivered over the internet using the Posta™ document delivery 
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system. In some instances, however, senders and recipients require a more 
robust or convenient means o1 distributing a secret key 1214. 

Public key encr>ption facilitates a more robust, and typically a more convenient 
means, of delivering irrformation securely. With public key encryption, eadi 
recipient owns a pair of keys, called a public key and a private key. The key 
pair's owner (the recipient) publishes the public key, and keeps the private key 
a secret. 

Fig. 3 is a block diagram of public key encryption 1230a, wtierein a document 
1312 is encrypted, or scran±iled 1234, with a public key 1332, producing an 
encrypted document 1336. To send information to a recipient, a sender uses 
the published public key 1332 of the intended recipient to encrypt 1234 the 
infonnation, and then the recipient uses their ovm private key 1334 (Fig. 4) to 
decrypt the information. Hence, the private key 1334 {which is necessary to 
decrypt the information) is not distributed. Fig. 4 is a block diagram of private 
key decryption 1230fa, wherein the private key 1334 is required to unscramble 
123B the encrypted document 1336, to reproduce a copy of the original 
document 1312. Without access to the private key 1334, an encrypted 
document 1336 remains secure from tanipering. 

Public key encryption 1230a and 1230b typically exploits a mathematical 
relationship between the public and private keys 1 332, 1 334, which allows a 
public key 1332 to be published, without risking the derivation of the private key 
1334 from the published public key 1332. 

Public key encryption algorithms are typically complex, and hence may be too 
time consuming to iDe of practical use for many users. Secret key encryption 
1210a, 1210b is typically much faster than public key encryption 1230a, 1230b, 
but requires frie transmission the secret key 1214 from the sender to the 
recipient. 
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in a digital enveiope system, a user enciypts a document 1212 with a secret key 
1214, and ttien encrypts tiie secret key 1214 with the public key 1332 of the 
intended recipient. The recipient of the encrypted document 1220 then uses 
their private key 1240 to decrypt the secret key 1214, and then uses the secret 
key 1 214 to decrypt the document. 

It is often useful to verify if a document has not been altered during 
transmission, or to verify who sent or received a given document. Hashing 
algorithms {or message digests) and public key technologies facilitate solutions 
to document integrity and transport verification. 

Digital certificates can also be used to provide enhanced security for encrypted 
information. Suppose a recipient owns a public/private key pair and wishes to 
publish the public key 1332 so othere can use the public key 1332, either to 
encrypt information to be sent to fte recipient, or to verify ttie digital signature of 
the recipient. A secure technique for the recipient to publish the public key 
1332 is to rBQister the public key 1332 with a trusted authority. The trusted 
authority can then certify that a particular public key 1332 ijelongs to the 
recipient. A digital certificate connects a recipient, or otfier entity, with a 
particular public key 1332. 

A digital certificate, as disclosed later, is a record of a public key and an identity, 
and the association of the two as attested to by a third party by means of a 
digital signature. The private key is not in the certificate, but only one private 
key can match a given public key. A public/private key pair is actually a pair of 
numbers with the following properties: 



The private key cannot be derived easily from the public key; and 
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The pubjic key can be used to cipher data which can oniy be deciphered 
by knowing the private key (some public keys algoritiims, such as RSA, 
also have the inverse property, which maJ<es them suitable "for use a 
digital signatures). 

A trusted or certificate authority issues and maintains digital certificates. 

The disclosed prior art systems and methodologies thus provide some methods 
for ttie encryption and secure delivery of documents, but fail to provide a simple 
digital certificate generation and enrollment system that is implemented and 
.controlled by a sender. The deveiopment of such a digital certificate system 
wouid con^itute a major technological advance. 

SUMMARY OF THE INVENTION 

The invention provides a method and apparatus for securely delivering 
documents over an electronic netvrork. The invention permits a user to track the 
sending and receipt of a document, while preserving ihe document's original 
fomiatting. 

For the purposes of the discussion herein, the temn "document" includes any 
contiguous collection of data, including a stream of data, video data, audio data, 
animation, a platform-independent formatted document sudi as an iTTML, PDF, 
or Envoy document, a platform-specific formatted document such as a Microsoft 
Word or Esccel document, an unformatted document such as a text document, a 
custom-generated report or Web page, or a grouping of one or more database 
records, such as SQL records. The term document can also inciude a grouping 
of one or more such documents. While the preferred embodiment of the 
invention is adapted for use in document transmission over the Internet, the 
invention is squally applicable to other wide area or local area networics. 
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In accordance with a presently preferred embodiment of the inventian, a send 
client application is provided tiiat allows a user to send a document over an 
electronic network from the desktop of a sending computer. Such document 
may also be sent from within a document authoring application. 

A dedicated server is provided to store the document received from the sending 
computer. The dedicated server then forwards an electronic message to a 
receiving device to notify the recipient of the document's transmission. 

The Intended recipient downloads the stored document from the dedicated 
server in response to this message. In the prefen'ed embodiment of the 
invention, the receiving device is a personal computer. However, in aitemate 
embodiments, the receiving device includes a network server device, fax 
machine, printer, Internet-compatible telephone, internet access appliance, or 
personal digital assistant. 

A receive client application provided on the receiving, device is used to 
download the document from the dedicated server. The receive client 
application is preferaijiy a Web browser, but can be any otier software 
application capable of retrieving the stored document while preserving 
document formatting. The receive client appiication permits the recipient to 
receive, view, print, and manipulate the document. 

The send client application is accessed via an application window. The 
application window is displayed on the sending computer's desktop. The 
application window includes a persistent tool bar for accessing main functions 
and a menu listing operational commands for the send client appiication. 

A package manager and a package window are also accessed from the 
application window. The package manager lists all document activities initiated 
during an appiication session. The package window allows the user to specify 
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parameters of the document delivery, including the recipient{s), the 
ciocuraent(s), and send options. Document delivery parameters may be stored 
in a storage module for later modification and/or use. 

A document is specified for delivery in several ways. The user can click and 
drag the document from the sending computer desktop onto one of the 
application window or the package window, The document may also b© 
dragged onto either the icon representing the send client application or the icon 
for accessing the stored document delivery parameters. The user can also 
browse local and netwoi1( directories and select desired documents. A 
document can also i^e sent from wittstn a document authoring application. 

A configuration user interface (GUI) is provided for directly invoking and 
customizing the dedicated server. In the preferred embodiment of the invention, 
the CUI is an HTML interface. The dedicated server is therefore directly invoked 
and customized via a Web browser. This HTML interface includes modules for 
sending and tracking the document, accessing account information, managing 
billings, and managing mail distribution lists. 

The CUi is accessed via a CUI application window displayed on a managing 
computer desktop. The managing computer can be the sending computer, the 
receiving computer, the dedicated server, or some other entity in the electnsnie 
network. The CU! application window displays a main tool bar for accessing 
main functions, and a secondary tool bar for accessing secondary functions. 
The CUI application window also includes a workspace for displaying an 
interactive interface to an accessed function, and a menu listing operational 
commands. 

The invention also provides a security framework that restricts system access to 
an authorized user. The types of security supported include authentication 
layers, secure socket layers, password protection, private key encryption, public 
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key encryption, and certificale airthentication. The security framework can be 
impiemerrted as one or more modules, arjd can be incorporated into at (east 
one of the sand client application, the receive cfieait application , and the CUJ. 

A sender driv&n certificate enrollment system ^d methods of its use are 
provided, in which a sender controls the generation of a digital certificate, which 
can be used to encrypt and send a document to a recipient in a secure manner. 
The sender compares previously stored recipient infomiation to gathered 
informaljon frofn the recipient. If the information matches, the sender transfers 
key generation software to the recipient, which produces the digital cerlificate, 
comprising a public and private key pair. The sender can then use the public 
key to encrypt and send the document to the recipient, wherein the recipient can 
use the matching private key to decrypt the document, in a preferred 
embodiment, a server is interposed between flie sender and the recipient, to 
provide increased ievels of system security, automation, and integrity. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Hg. 1 is a block diagram of secret key enciyption of a document; 
Fig. 2 is a block diagram of secret key decryption of a document- 
Fig. 3 is a block diagram of public key encryption of a document; 
Rg. 4 is a block diagram of private key decryption of a document; 
Fig. 5 is a diagram of a document delivery system according to the invention; 
Fig. 6 is a view of an application window according to the invention; 



10 



(47) #11^ 1 1 -2 7 2 5 

Fig. 7 is a view of an application window showing document aciivities according 
to the invention; 

Fig. 8 is a view of a package window, according to the preferred embodiment of 
the invention; 

Fig- 9 is a view of a recipient's window according to the invention; 

Fig. 1 0 is a view of a CUl application wrindow according to the invention; 

Fig. 11 is a view of a CUI pacitage window according to the invention; 

Fig. 12 is a view of a CUi options page according to the invention; 

Fig. 13 is a view of a GUI tracking search page according to the invention; 

Fig. 14 is a view of a CUI tracking report preferences dialog according to the 
invention; 

Fig. 15 IS a view of a recipient summary tracking report in basic format 
according to the invention; 

Fig. 15 is a view of a recipient detail tracking report in Basic Format according to 
the invention; 

Fig. 17 is a view of a recipient detail tracking report in billing code format 
according to the invention; 

Fig. 1 8 is a view of a group account manager account - view members window 
according to the invention; 
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Fig. 19 is a view of a billing codes window according to the invention; 

Fig. 20 is a view of an edit biliing codes dialog according to the invention; 

Rg. 21 is a view of an add biiiing codes dialog according to the invention; 

Fig. 22 is a view of a create invoice page, according to tiie invention; 

Fig. 23 is a view of a basic invoice report window according to the invention; 

Fig. 24 is a view of a billing preferences dialog according to the invention; 

Fig. 25 is a view of an invoice report in spec invoice fonnat according to the 
invention; 

Fig. 26 is a view of an invoice report in biiiing code invoice fonnat according to 
the invention; 

Fig. 27 is a view of a mail list page according to the invention; 

Fig. 28 is a view of a mail list detail page according to the invention; 

Fig. 29 is a v\evj of an add addresses page according to the invention; and 

Fig. 30 is a flow chart of the method tor delivering a document over an electronic 
network according to the invention. 

Fig. 31 shows a basic certificate enrollment s^tem implemented between a 
sending computer and a receiving computer across a network; 
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Fig. 32 shows a certificate enrojlment system implemented between a sending 
computer, a SDCE server and a receiving computer; 

Fig. 33 shows a certificate enrollment system implemented between a sending 
computer, a SDCE server, a database server and a receiving computer; 

Fig. 34 shows a certificate enrollment system implemented between a sending 
computer, a SDCE server, a database server, a certificate server and a 
receiving computer; 

Fig. 35 is a biock diagram of a digital certificate; 
Fig. 36 is a block diagram of a certificate digest; 

Fig. 37 shows the finst stage of operation ■ for the sender driven certificate 
enrollment system; 

Fig. 38 shows the second, attestation conversation stage of the sender driven 
certificate enrollment system; 

Fig. 39 shows the third, pubiio'private key pair generation stage of the sender 
driven certificate enrollment system; 

Fig. 40 shows the fourth stage of the sender driven certificate enrollment 
system, referred to as forwarding and registration of the receiver public key; and 

Fig. 41 is flow chart that shows the basic decision tree for the sender driven 
certificate enrollment system. 
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DETAILED DESCRIPTION OF THE INVENTION 



The invention provides a method and apparatus for securely deiivering a 
document over ari eieclronie network. The invention provides a user with the 
ability to track the sending and receipt ot sudi document. Throughout the 
delivery, the iormatting of the document is presen/ed. 

For the purposes of the discussion herein, the temi "documenf* inciudes any 
contiguous collection of data, including a stream of data, video data, audio data, 
animation, a piatform-in dependent fonnatied document such as an HTML, PDF, 
or Envoy document, a platform-specific fonnatted document such as a Microsoft 
Word or Excel document, an unformatted document such as a text document, a 
custom-generated report or Wefa page, or a grouping of one or more database 
records, such as SQL records. The temi document can also include a grouping 
of one or more such documents. While the prefen-ed embodiment of the 
invention is adapted for use in document transmission over the Internet, the 
invention is equally applicable to other wide area or local area networks. 

The display screens and configuration of the graphical user interface described 
below are provided in accordance with the presently preferred embodiment of 
the invention. However, one skilled in the art will appreciate that such display 
screens and graphical user interfaces are readily modified to meet the 
requirements of alternative embodiments of the invention. The following 
discussion is therefore provided for purposes of example and not as a limitation 
on the scope of the invention. 

Fig. 5 is a diagram of a document delivery system 10 according to the invention. 
The system allows the user to send a document 16 or set of documents and a 
recipient address or set of recipient addresses from the desktop 12 of a sending 
computer 14 over an electronic network 18 using a send client application 20. 
Such document may also be sent from wrJhin a document authoring application. 
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sudi as a word processor, spreadsheet, or graphics application. The send 
ciient appiication is prsferabiy stored on the sending computer, but may be 
stored in a remote location accesabte to the sending computer. 

The sending computer connects to a dedicated server 22. The dedicated server 
functions in acconjance with such standards as, for example Internet standards 
to manage the transfer of documents between senders and recipients. The 
dedicated sen/er may be a s^er provided by an" Internet service provider 
(ISP), or may be a separate dedicated sender. 

In the preferred embodiment of the invention, documents are uploaded to, and 
downloaded from the dedicated server using the hypertext transport protocol 
(HTTP). HTTP is the communications protcKjoi used to connect to servers on tie 
World Wide CWeb"). A significant advantage of HTTP is that it is application 
and piatform-independent. Thus, the sender and recipient do not need to use 
the same Web browser, or even the same qseraling system. 

The dedicated server 22 stores thB document received from the sending 
computer 14. The dedicated server tiien fonwards an electronic message to a 
receiving device at the address received from the send client appiication to 
notify the intended recipient of the document's transmission. This notification 
message is sent as a text (e.g. ASCII) message using the simple mas! transport 
protocol (SMTP) of the internet. 

In tfie preferred embodiment of the invention, the receiving device is a personal 
computer 24. However, in aitemate embodiments, the receiving device may 
include a printer 26, fax machine 28, netwot1< server device, internet-compatible 
telephone, Internet access appliance, or personal digital assistant {not shown). 

The notification message contains the uniform resource locator (URL) of the 
document, which allows the server to locale tiie document, in response to this 
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message, the intended recipient downloads tie stored document from the 
dedicated server 22 with a receive client application 30. Tfie receive ciient 
application is preferably stored a! the receiving device, but may be stored in a 
remote location that is accessible to the receiving device. The receive client 
application permits the recipient to recsive, view, print, and/or manipulate the 
document, 

in the prefen-ed embodiment of the invention, the receive client applicatiOT is a 
Web browser. 'Thus, the intended recipienl can copy the URL directly from the 
notification message, and paste it into a Web browser on the receiving 
computer. The Web browser then retrieves the document from the dedicated 
server. In alternative embodiments . of the invention, the receive client 
application is any other software application capstle of retrieving the stored 
document from the dedicated server while maintaining document formatting. 

The send ciient application is readily installed on a conrputer from a CD-ROM, 
or by downloading from the Web. For example, a user who already has an 
account with a dedicated server provider can configure the send client 
application with the appropriate account information. A user who does not have 
such an account is directed to a UF3L that has the infonnation for setting up an 
account. 

The send client application is accessed via an application window displayed on 
the sending computer's desktop. The application window is displayed once the 
account information is properiy configured. Fig. 5 is a view of an application 
window 32, according to the preferred embodiment of the invention. 

The main function of the application window is to view the status of, and to 
manage send client application activity. The application window also serves as 
a launching pad to reach the various functions of the send client application 
and the configuration user interfece CU! (discussed below). 
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In the preferred embodiment of tiie invention, the application window displays' a 
main tool bar 34 for accessing main functions of the send client appiication. 
One such function is the selectabie button for new package 36. Clicking on new 
package opens a new package window (discussed below), which allows a user 
to intttate a delivery of a document. Clicking on the open button 38 opens either 
a saved delivery parameter or a saved package window (discussed below). 

in the preferred embodiment, the main tool bar 34 includes buttons that are 
internet shortcuts to GUI functions. Clicking on such button launches tie user's 
Web browser and displays the appropriate page in the GUI. In the preferred 
embodiment of the invention, no additional login is required in this process. 
Examples of such buttons include tracking 40, account 42, billing 44, and mail 
lists 46 buttons. 

Buttons may also be provided for send client applfcation settings. For example, 
a preferences dialog accessed via a setup button 48 permits the user to specify 
dedicated server and proxy server account information. The user can also 
specify whether or not to use a low-level secure communications protocol, such 
as Secure Socket Layer (SSL) to secure the connection between the desktop 
and the dedicated server for all transmissions. 

The send client application can access the local address books of supported 
applications. In the preferred embodiment of the invention, the user selects the 
setup button 48 and is presented with a pull-down menu which lists the address 
books supported by the invention. The user then selects the desired address 
book file. 

A stop button 50 is used to stop transmission of all information to the dedicated 
server, in the preferred embodiment of the invention, once clicked, the stop 
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button remains d^ressed. To resume transmisaon, the user clicks on the 
button again, and it returns to a raised position. 

The menu 52 lists operational commands for the send client application. Jn the 
prefenBd embodiment of the invention, the file menu 54 contains commands 
that have the same functionaJities as buttons on the main tool bar 34. Other 
commands provide information regarding the send client appiication, or are 
Internet shortcuts to functions of the GUI. In F\g. 6, the menu includes listings for 
edit 56, package 58, GUI 60, and help S2. 

The appiication window also displays a package manager 64 that lists all 
document activities initiated during an application session. The package 
manager is an area, or set of fields in the body of tiie application window which 
lists all document activities that have been initiated during a send client 
application session. When the send client application is first launched, the 
package manager field is empty. However, as documents are sent, they are 
listed in the package manager. 

Fig. 7 is a view of an application window 32 showing document activities 72 
according to the preferred embodiment of the invention. Tiie package manager 
may display the recipient(s) 66, the subject 68, and the status 70 of the delivery. 
"ITie status of an active delivery may be represented as a dynamic percentege of 
upload completed. Other possible status labels include "completed "en-or," 
■pending," and "on hold." 

Documents may be listed, for example, in processing, or reverse processing 
orders, in the preferred embodiment of the invention, the document currently 
t>eing processed 74 is presented in bold characters. In alternate embodiments, 
the current document is indicated by other means, including highlighting, 
flashing, or color, or is. unmarked. 
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Ciicidng on a Usted document 76 highiights that listing and selects the 
document. Multiple documents may be selected at one time. Once a document 
is selected, the user can use the menu 52, for example, to hold, edit, or delete 
the document. 

A hold prevents a pending document from being processed. The document is 
. held in a queue until it is deleted or tie hold is removed. In the preferred 
embodiment of the invention, any or all documents in the list can be deleted. A 
current send is completely aboried, and an already-processed document is 
deleted from the window. 

Editing opens a document within a new package window (discussed below). 
The user can then edit the document and re-submit it for sending. If a document 
is edited in transmission, the transmission is ai^orted. The document is opened 
in a new package window, and the nexi pending document is transmitted. 

Hg. 8 is a view of a package window 78 according to the prefen-ed embodiment 
of the invention. The package window allows the user to specify parameters of 
the document delivery, A new package window is accessible from the 
application window, for exampte, by menu or tool bar selections. A package 
window may be saved and opened at a later time. Additionally, a package 
window is opened when a user sends (prints) a document from a document 
authoring application to the send client application. 

Each document delivery transaction requires the sender to specify the 
recipient(s) of the delivery, tiie document(s) to be delivered, and the delivery 
options. Such delivery options include priority 80, request confirmation B2, 
document expiration 86, scheduled notification 88, and billing code 90. The 
preferred embodiment of the invention includes selectable buttons such as 
clear form 92, save form 94, save parameters 95, and send 98. 
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Any number of recipients or mail lisis for a given delivery are specified in the 
To:* -field 110 of the package window. Eachi recipient must be specified by an 
E-maii address, alias, or mail list. Tine user may type an address directly into 
tiie To:" field. Aitematively, the user may access a redpienis window by 
clicking on the To:" button 108. 

The subject of tiie message is entered into ttie subject field 1 34. TTie message 
itself Is entered into ttie message field 136. "me subject 134 and message 136 
fields are optional. In the prefen-ed embodiment of the invention, the subject 
appears in the E-mail notification message and on an HTML cover page for the 
downloaded document. The message appears only in the E-mail notification. 

The documents field 1 12 in the package window aliows Itie user to specify any 
number of documents to be delivered. A document is specified in several ways. 
The user can click and drag the document from the sending computer desktop 
onto one of the application window, the package window, or onto either the icon 
representing tf»e send cfent appiication, or the icon for accessing the stored 
document delivery parameters. 

Clicking the documents button 64 in the package window allows the sender to 
browse local and network directories and select desired documents. If the 
package window is invoked from a document authoring appiication, the 
document field is automatically filled in with the current active document. 

A file -format field 1 38 allows the user to specify in what electronic format the 
document is saved. The send client application is readily adapted to support 
different formats, such as Mac Binary, Envoy, PDF, Dynadoc, and HTML. For 
example, a document created in a woTxi processing application operable on 
one platform can be saved in the format of another word processing application 
operable on a different platform. 
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Each delivery transaction bas associated send options. In the preferred 
embodiment of the invention, all options have defeuft settings which can be 
changed fay the user prior to delivery. Settings are viewed and edited in the 
package window. 

In the priority fieid 80, a user specifies the priorily of a delivery, for example, as 
noimal, low, high, or urgent Priority determines the order the document is 
processed isy the client as well as by the dedicated server. 

The request confirmation field 82 is used to prompt the recipient to confirm 
whether or not a document was successfully received. Bequest confirmation 
can be selected or de-selected, as desired. 

The security dialog 101 allows the user to specify varying levels of advanced 
security measures. Ttiese levels include specifying a password 100 for basic 
password protection, or requesting confirmation of a password 102. Additional 
security provisions, such as encryption 1 04 or requiring the recipient to use 
SSL io receive 1 05 the document, can also be provicfed. if the user requires the 
recipfent to use SSL and is not using a secure connection iaetween tiie sending 
computer desidop and the dedicated server, the redptent is asked whether or 
not to secure Sie connection to the dedicated sen/er. 

The document expiration field 86 allows the user to specify how long a 
document will remain on the dedicated server for recipient availability. A 
defauil, such as ten days after notification is sent, may be provided. 

The scheduled notification field 88 allows the user to specify a future date and 
time that the dedicated server vM notify the user of a given delivery. The billing 
codes dialog 90 allows the user to select an optional billing code from a list 
associated with the user's send client application account, in the preferred 
embodiment of the invention, a cached list of billing codes is available. A 
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refresh button 114 refreshes the list with the latest bilisng code fist on the 
dedicated server. 

. Once the user has specified delivery parameters in the pacioge window, the 
user initiates the document delivery by clicking the send button 98. A delivery is 
initiated only if both tie recipient and the document fields are entered correctly. 
The send button is not active until both such fields are complete. Sf the user, is 
working off-line, sent documents are queued for sending when the connection 
is eventually established. 

Addresses are matched first against the current local address book. If the 
addresses are still not matched, they are uploaded to the dedicated server as is. 
The dedicated server then attempts to match addresses with a mail list, tf the 
address is still not matched, the dedicated server appends the domain name of 
the account holder. 

A partially completed package window may be canceled or saved using the 
save form ixjtton 94. The saved package window may then be re-opened for 
future use. 

Saved delivery parameters can be used on a recurring basis across sessions. 
From a package window, a user can save delivery parameters including 
specified send options, an address list, and/or a fixed subject or message. To 
save delivery parameters, a user clicks on the save parameters button 95, A 
dialog box prompts the user to specify a name and location for the delivery 
parameters to be saved. 

tf the saved delivery parameters contain an address list, the user can initiate a 
delivery by clicking and dragging a document icon onto the saved delivery 
parameter icon. The document provides the remaining infomiation required for 
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a delivery, and the send Is initiated automattcally. The saved delivery 
parameter thus serves as a dedicated roail chute to a specific set of recipients. 

The existing send options may be modified or confirmed before iaunching the 
delivery. A window displaying all send parameters is opened, and the user can 
modify parameters or append a message before sending the document. In the 
preferred embodiment of the invention, the user is prompted lo save any 
modifications to send options or existing address lists upon closing the package 
window. 

If the saved delivery parameters do not include an address, clicicing and 
dragging a document onto the saved delivery icon opens a package window. 
The saved send optbns and name of the document are specified in the 
pacicage window, The user must specify a recipient before the document can 
be sent. 

Saved delivery parameters are opened by clicking on the associated icon, or by 
seiecting the appropriate main tool bar 34 or menu items. Tlie settings are 
displayed in a paclcage window and are completed or modified for a delivery. If 
the send client application is not open, opening the saved delivery parameters 
opens the application window as well as a paclcage window. Modifications to 
the saved delivery parameters are preserved by replacing the existing saved 
parameters, or by creating a new saved delivery parameters Hie under a 
different name. 

If unsaved changes have i>een made to the saved delivery parameters, the user 
is prompted to save the changes upon closing the package window. A sender 
can add an address itst to an existing saved delivery parameter that did not 
previously contain an address list. The settings of the package window are 
saved using the "save. settings as default" button 116. 
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Fig. 9 is a view of a redplente window according to t»e preferred embodiment o1 
tiie invention. The recipients window 118 is used to setect the recipient's i^arhe 
from an address book or pre-defined maii list. 

In tlie prefened embodiment of the invention, a pull-down menu 120 allows the 
user to access addresses in a local address book or a mail list. For example, 
selecting mail iist in tfie pull-down menu clicking on the refresti button 122 
populates the list box 124 with the n^tes of the mail lists stored on the 
dedicated server for the account for which the send client application is 
configured. Selecting local address book and clicking on the refresh txrttoh 
populates the list box with addresses from the address book specified in the 
preferences dialog. 

Each time the recipients window is opened, the send client appiication displays 
a previously cached list of addresses. Clicking on refresh forces a refresh cf the 
list from the appropriate source. The send ciient application presents the last 
selected source for the next send, both within and across sessions. The cancel 
button 1 35 cancels the recipients window display. 

A user can select items from the list box 124 and click the 'To" arrow button 126 
to specify the selections as recipients. In the preferred embodiment o1 the 
invention, control-click allows selection of multiple items and shift-click selects a 
range of items. Recipients are presented fn the recipients box 128. Recipients 
Ssted in the recipients box list are selected and removed by clicking the delete 
button 1 30 or by hitting keyboard backspace or delete keys. 

When the user clicks on the "OK" button 132, items in the recipfents box list are 
displayed in the 'To:" field 110 of the package window 78 (see Fjg. 8). In the 
preferred embodiment of the invention, mail lists have the prefix "list:" 
prepended 1o them. A user can also delete or modiiy recipient addresses from 
the To:" field of the package window. 
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The specified document delivery parameters may be stored in a storage module 
for later modification and/or use. In tiie preferred embodiment of tiie invention, 
the send client application and the package windov/ are accessed by selecting 
their representative icons (not shown) from the sending computer's desktop. 

A configuration user interface is provided for directly invoking and customizing 
the dedicated server. The CUI is accessed via a CU! application window/ 
displayed on a' managing computer desictop. Alternatively, the CUI is accessed 
through any Web browser application that supports tables, or accessed through 
the send client application. Fig. ID ts a view of a CU! application w^indow 140 
according to the preferred embodiment of the invention. 

In the preferred embodiment of the invention, the CUI is an fffyi interface for 
invoking and customizing the dedicated server via a Wefa browser This HTML 
interface includes modules for sending *e document, tracking the document, 
accessing information associated with the document delivery account, 
managing biilings for the document delivery, and managing mail distribution 
lists. 

The CUi offers different sets of functions, depending on the user and type of 
account used. Individual account holders, group account managers, and group 
members see slightly different interfaces and. are abie to access and manipulate 
varying sets of data. When a user initiates a CUI session, the type of account is 
identified by the dedicated server. The specific user is then provided with the 
appropriate functions and data. 

In the preferred embodiment of the inventbn, individual account holders and 
group account managers have access to all delivery and account information 
associated with the account. Account managers therefore have access to 
information regarding activities of all group members using the account. 
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Account managers are additionally authorized to create and manage member 
accounts. Group nnembers have access only to information regarding the 
members own delivery services. 



The managing computer can be the sending computer, the receiving computer, 
the dedicated server, or some ottier computer in the electronic nstworle The 
GUI includes five main functions, new pacdcage 142, tracking 144, account 146, 
billing 148, and mail lists 1 50. 



In the preferred embodiment of the invention, these main functions are 
displayed as seiectable buttons 142, 144, 146, 148, 150 on a persistent main 
tool bar 154. In Fig. ID, this main too] bar is displayed in a horizontal 
orientation, and also includes a quit button 152. However, alternative 
embodiments display differait configurations of the application window. 

A secondary tool bar 156 is provided for accessing and navigating secondary 
functions 164 within the main functions. In Fig. 10, the secondary tool bar is 
displayed in a vertical orientation. However, this configuration is for exemplary 
puqDoses only. The invention may be implemented readily to display different 
orientations of the main and secondary toolbars. 

The secondary navigation on the secondary tool bar 156 for the GUI application 
window 140 includes address 166 and options 166, A help button 158 included 
on all secondary toolbars is used to access on-line help for the current function. 

The GUI application window also includes a workspace 160 for displaying an 
interactive interface to an accessed function. A menu 162 lists operational 
commands for the GUI. 



A send function mirrors that of the send client application. The send function is 
accessed from the new package button 142. This send function allows users to 
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send documents from remote locations using any browser. The send function 
also allows documents to he sent from plaffomns not supported by the send 
client application- in ttie preferred embodiment of the invention, saved deiiveiy 
parameters, Envoy conversion, and access to local address books are not 
available. 

Clicking on the new package button to access the send funcSion brings up the 
package window. Fig. 11 is a view of a GUI package window 170, according to 
the preferred embodiment of the invention. The current function is indicated by 
an item 192 in the secondary tool bar. 

For a given delivery, a user can manually enter names into the To:" field 172. A 
mail list may also be selected from a puil-down menu 174. The user may 
thereby view and manipulate mail lists. In the preferred embodiment of the 
invention, the user does not have access to a local E-mail address book. 

if an item entered in the To:' field 172 does not contain proper domain 
fomnatting (e.g. the "@" is omitted), the item is compared to the mail lists by the 
Server. If the item is not located in a mail list, the sen^'er appends the sender's 
domain name to the end of the item. 

A sender inputs text into the sut^ect 175 and message 178 fields. The sender 
may specify a document to be sent by typing the name of, and path to the 
document into the '^Document:" field 180. Ahematively, the document may be 
specified fay clicking the browse button 182 and browsing to select a document 
from a local or network directory. 

To send multiple documents, the sender clicks on the "Add more documents..." 
Jink 184. The sender is then presented with a window (not shown) having the 
same format as the new package window, with the addition of four additional 
"Document:" fields and brawse buttons. The information already entered on the 
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previous GUI pabkage window 17G is carried over into the new window. Thus 
in the preferred embodiment, a sender may specify up to five documents. In 
aitemative embodiments, any number of documents may be specified. 

Ihe reset button 186 clears all fields in the window to their defaults. The send 
button 188 is used to initiate the delivery of the document with the default 
options. If the information input into the address fonn is incomplete or incorrect, 
the invention "displays an error page {not shown) to the sender. The invention 
may also prompt a sender for a document's mimetype if it is not recognized, A 
mimetype specifies the format of a document, and is used fay the recipient 
browser to bring up the corresponding application to display the document, in 
the preferred embodiment, the error page is directly edited, and the new 
information directly submitted. When the send is complete, a notification page 
(not shown) is displayed to the sender. 

In the preferred embodiment of the invention, the GUI includes most of the send 
options of the send client application (see Rg. 8). These send options are 
accessed by clicicing on the options button 190 to open a GUI options page. 
Rg. 12 is a view of a GUI options page 194 according to the preferred 
embodiment of the invention. Such options include priority 196, request 
confirmation 198, document expiration 200, and scheduled notification 202. 
However, because the send client applicalicsi driver is not available from the 
server, certain send client options such as document type are not implemented. 
A document is therefore sent in the document's origin^ format only. 

A security function 204 is incorporated into the preferred embodiment of the 
Invention. The preferred embodiment of the invention supports security and 
encryption features permitted under current law for use In the United States. 
Aitemative embodiments of the invention comply with any security and 
encryption requirements for software applications intended for export from the 
United States. 
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The GUI user may specffy a password 206 that a recipient must provide to 
access a document. The user may ^so specify confirm password 208, encrypt 
document 210, and require SSL to receive 212. The password may be used as 
a secret l<ey to encrypt the document on the server. This provides a higher level 
of security while the document is stored on the server, if the encrypt document 
function 210 is selected but the user has not specified a password, the GUI 
transmits an error message wiien the user attempts to apply the settings. 

The biliing code option 214 allows users to select a billing code, including 
"None" from a pull-down menu. The list is defined and maintained in the billing 
module of the GUI (see Fig. 19). The "Billing Code' text link brings users to the 
billing section of the CUL Users may thereby view and manipulate billing 
codes. 

Clicking on the reset button 216 restores the default settings. Alternatively, the 
current settings may be saved 218 as the default. Once the options are set, the 
user uses the Update birtton 220 to return to the package window 170. A 
delivery is then initiated by clicking on the send button 1 88. 

Tracking is accessible from the tracking button 144 on the persistent main tool 
bar 154. The tracking search function is used to query the CUI database for 
information about deliveries sent from an account. . A sender can therefore find 
out whether a recipient has received a particular document. Tiie database 
archive can also be searcfied for records of past transactions. 

Fig. 13 is a view of a GUI tracking sean;h page 222 according to the preferred 
embodiment of the invention. The secondary navigation from the secondary 
too! bar 156 includes log 224, searcfi 225, report 226, preferences 228, and 
help 158. The current function 192, search 225, is identified. The tracking 
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button on the main tool bar displays a record cff all deliveries sent from the 
account as a delivery log {not shown). 

Account managers are permitted to track ait deliveries initiated from a group 
account. Group members are penriitted to track only those deliveries initiated 
personally by the member. 

The format of the delivery log is specified in tracking preferences {see Fig. 14). 
The format chosen applies to both the delivery log and the tracking report {see 
Figs. 15-17). The preferred embodiment of the invention includes navigation 
buttons to permit the user to access previous, or subsequent log pages. 
Information regarding an individual delivery may be displayed on the delivery 
log, along with an indication of the total number of deliveries logged. 

Tfie subject of each listing in the log links to a package detail report (not shown) 
about the specific delivery. A detail report contains send parameters of each 
delivery, including a link to the document if not expired, t\e mimetype, and the 
message. The detail report also contains the status of the delivery to each 
recipient, and the charges applied to the transaction. Users can click on log 
224 on the secondary tool bar 1 56 to return to the top level log. 

The search function allows users to pinpoint information about, and the status 
of, a specific delivery or set of deliveries. The user specifies any combination of 
search criteria to identify the deliveries of interest, if multiple criteria are 
specified, the search engine performs a logical "AND" search among all the 
criteria, 

in the preferred embodiment of the invention, the search page graphical user 
interface (GUI) is simplified. A short list 230 of common searchable fields is 
presented on the Search page. The short list contains five search criteria: 
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The To:" field 232 allows a user to search by the intended recipient's fijfl or 
partial E-mail address of the recipient. Partial e-mail addresses allow the user 
io search by domain name. 

The "From:" field 234 allows an account manager to search according to the 
originator of the delivery. The account manager selects a member's e-mai! 
address from a pull down menu. For group members and individual account 
holders, this given user's e-mail is provided and cannot be changed. 

The "Subject:" field 236 allows a user to enter keywords which may be found in 
the subject field of a document. 

Tha "Document:" field 238 allows a user to perform a text search on the name of 
the document. A user can type in the name of the document, or browse through 
the list of documents to select a document . 

The 'Send date:" field 240 allows a user to search for deliveries sent on, before, 
or after a specific date. 

Clicking on the search button 242 initiates the query and returns a report with ail 
deliveries matching the query. ClicWng on the reset button 246 clears frie fonn 
to its default setting. 

Clicking on a "More Options..." button 248 at the bottom of the short fomi brings 
the user to a page having a second, expanded list (not shown) of searchable 
fields, including all fields from the short list. In the preferred embodiment, the 
• additional fields in the expanded list include: 

The billing code: field allows a user to select from a pre-defined list in a pull 
down menu. 
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The "Delivery status:* field albws a user to' select from a menu of deliveiy 
statuses. Delivery status options indude: any, received, not received (includes 
both failed notification and not piciced up), confirmed, not confirmed, pending 
notification and feiled notification. The user may also search document 
expiration, sciieduled notification date, receive date, and message fields. 

The search results are presented in a tracking report The tracking report is 
presented as a table in a format specified in the tracking preferences dialog. 
Fig, 14 is a view of a CUi tracking report preferences dialog 250 according to 
the prefenred embodiment of the invention. 

The Dialog permits the user to select a document format 252, or to define a new 
format 254. In the prefeaed embodiment of the invention, a user can select from 
two pre-formatted reports, basic format and billing code fonmat. Both summary 
and detail information reports are available in each format. 

The dialog allows the user to specify the number of rows per page 256. 
Additionally, the user selects whether to show recipient summary information 
258, or detail information 2S0. 

Clicking on update 262 saves all changes and returns the user to the report or 
page from which the user accessed the tracking report, if the user returns to a 
report, it is displayed with the new preferences settings. The dialog is reset 
using the reset button 264. 

Fig. 15 is a view of a recipient summary tracking report in basic format 266 
according to the preferred embodiment of the invention. When search results 
are displayed, the secondary navigation in the secondary tool bar 156 indicates 
that the sender is in report mode 226. The elements and behavior of the 
tracking report are consistent with those of the delivery iog. 
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In the prefeired embodiment of the invention, ttie deliveries are sorted by date 
and presented in reverse chronological order. However, in altsmativ© 
embodiments, the deliveries are presented in chronological order, or are sorted, 
for example, by recipient, The next page of delivery' listings is accessed by 
clicking on the next button 284, 

A recipient summaiy tracking report lists, in the "Recipient (s):" field 270, oniy the 
name of the first recipient 268 of a particular delivery, or the first recipient on the 
mail list to which that delivery was sent An indication (...) is placed next to the 
name if there are more names on the list. The number of recipients of the 
delivery is listed in the "Received:" field 272 and the numtjer notified is listed in 
the "Notified:" field 274. This information is totaied 276 across all recipients. 

For example, the most recent delivery shown in Fig. 15 is the party invite listed 
in frie "Subject:" field 278. The date the party invite was sent was January 22, 
1997, as is indicated in the "Sent" field 280. The tracking report shows that a 
total of three party invite documents were sent. All three recipients were 
notified, and received the document. Only the first recipient 258, "jane 
©isp.com," is listed in the "Recipient(s):" field 270. 

Fig. 16 is a view of a recipient detail tracking report in basic format acconding to 
the preferred embodiment of the invention. A recipient detail tracking report 282 
iists in the "RecipientCs):' field 270 each recipient of each delivery. The 
"Received:" 272 and "Notified:" 274 fields list the specific dates that each 
recipient was notified of, and received the delivery. For example. Fig. 16 
separately lists the three recipients of the party invite, and their notification and 
receipt dates. 

The recipient detail tracking report also e>qDands every mail list. In the preferred 
embodiment of the invention, mail lists are only expanded for deliveries that 
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have been processed. Future scheduled deliveries and deliveries in progress 
are indicated as such. 

Fig. .17 is a view of a recipient detail tracking report in billing code fonnat 286 
according to the preferred embodiment of the invention. The faliling code format 
displays the billing code 26B and sorts results fay bilJing code and date. 

The GUI account management functions are available from the main tool bar 
button labeled '"Account* 146. Account functions vary according to the type of 
account and the type of user, such as group account manager, individual 
account holder, and member account holder. The server software identifies a 
user's account type and makes the appropriate functions and information 
available. 

All users are able to view administrative account information on record for the ■ 
respective user's aocount, including account balance, and can also change 
their password. Group account .managers, however, have extended 
capabilities. They can edit group members' account infonnation • as well as 
create new accounts, Thus, the secondary navigation of the secondary toolbars 
displayed to group account managers includes functions such as Information: 
302, view members: 304, and add member: 305 (see Hg. 18). 

The information page {not shown) displays basic information about the group 
account that is stored on the dedicated server. Such basic account infonmation 
includes: 

• the name of the account 

• type of account 

• dale it was created 

• date it was last accessed 

• the number of current members out of the maximum allowed. 



34 



(71) 1 1 -2 7 2 5 9 4 

Account managers can view and manage the current member list, via the 
Members page (not shown). 

Account holder information includes: 

• name of the manager 

• e-mail address 

• company name 

• address 

The basic account information and the account manager information cannot be 
edited. 

The group account password can be changed from the Infonnation page. The 
manager enters the existing password and the desired new password, and 
must confirm the new password. The manager submits the new password fay 
clicking on Update. 

k\ tiie preferred embodiment, the information page also includes a field which 
informs the manager when tiie password was last changed. !f the password 
has never been changed, this field presents the creation date of the account. A 
link may also be provided to a server manager who is authorized to make 
changes to accounts. 

Managers can view a list of members by clicking on the members text link on 
the Infonnation page, or by selecting the view members function of the 
secondary tool bar 156. Fig. 1 8 is a view of a group account manager account - 
view members window 288, according to the preferred embodiment of the 
invention. In one embodiment, managers use a link (not shown) to Preferences 
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(not shown) where the managers can specify the format, the number of rows per 
page, and the sorting order of the View Members table. 

The view members page displays the name 290 of the group account, and the 
number 292 of the members displayed out of the total number. The list of 
members includes the account manager, and is presented in a table which lists 
the member account names 294, the member names 296, the date created 298, 
and fte date last accessed 300. Clicking on a member's name brings up a 
"Mailto:" box (hot shown), pre-addressed to the member. 

Clicking on the account name allows managers to view and edit individuai 
member account information. This information is displayed on a member 
account information page (not shown) which is similar in format to the group 
account information page. Basic member account infomiation includes the 
following (editabie infonnation is noted): 

group account 

• member account (editable) 

• date created 

• date last accessed 

Member information 

member name (editable) 

• e-maii address (editabie) 

Managers cannot view the member's password, but can change the password 
on the member account information page by specifying a new password and 
confirming it. The date of the last password change (not shown) by either 
manager or member is also displayed. Any changes made to the information 
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on this page can be submiited by clicking on update (not sbown). Reset (not 
shown) restores the previously stored information. 

Member accounts can be compietely deleted by clicking on a delete button on 
the member account infomiation page. Prior to deleting the . account, the 
dedicated server posts a confimiation page notifying the manager of the 
impending action and requesting confirmation before proceeding. When the 
member account is updated or deleted, an updated view members window is 
displayed. 

Managers can add members by clicking on the add member link in the 
secondary tool bar 1 56. A form (not shown) is displayed prompting the account 
manager for the information required to create a member account. The fomi 
indicates the group account to which the member is added, and the number of 
the member out of the maximum total members allowed. The infomiation 
required includes: 

member account name (created by the manger) 
member's name . 
• member's e-mail address 

password (and confirm password) 

Clicking on add (not shown) creates a new account and returns the manager to 
an updated view members window. Clicking on reset (not shown) clears the 
form. 

Because individual accounts have no group members aside from the account 
holder, such individual account holders do not have member information or 
functions. The secondary tool bar 156 includes only Infonmation (not shown) 
and help (not shown.) The information displayed from the account information 
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page is the same as that available from tiie group account information page, 
except for the number of current memiiers. 

Member account holders also do not have member management functions, and 
the secondary tooi bar includes only infonmation (not shown) and heip (not 
shown). Member account infonnation cxjntains the same basic information as 
that viewed by managers. However, members are oniy able to edit e-mail 
address information. 

in the preferred embodiment, members can change their own passwords on the 
member account information page. They must enter the current password, the 
new password, and then must confirm the new password. However, in 
alternative embodiments, members may only be able to change their 
passwords via the account manager. 

The billing button 148 on the main tool bar 154 gives access to billing code 
mode management and invoice functions. Cficking on the billing button 
displays a table 320 of defined billing codes. Fig. 1 9 is a view of a billing codes 
window SOB, according to the preferred embodiment of the invention. 

Secondary navigation for billing on the secondary tooi bar 156 includes billing 
codes 310, add codes 312, create invoice 314, view Invoice 316, preferences 
318. and help 158. 

The table indicates the total number of codes and which ones are currently 
being viewed 322. In the prefenred embodiment of the invention, billing codes 
are up to 25 characters long and are composed of letters, numbers oi- 
characters. 

Each failfing code 324 has an optional plain English description 326 or name 
associated with it. In billing preferences {see Fig. 24) the user specifies whether 



38 



(75) 



^mW-l 1-272594 



to sort the billing codes by code or fay description, and how many rows to 
display per page. Preference settings 328 are displayed with the table. Next 
330 and Previous (not sfiown) buttons allow the user to view additional pages 
of billing codes. 

Two levels of billing codes are provided for group accounts. The group 
manager maintains a list of codes that are accessible by all group members. 
Group members can select their own subset of codes from the group list for 
easy access to "frequently used codes. 

Members cannot edit or create billing codes. They must select codes from the 
list created by the manager to add to their personal list. Members can specify 
whether to list group or personal billing codes in billing preferences. 

Clicking on a hot-linked billing code allows users to edit or delete the code or its 
description. Fig. 20 is a view of an edit billing codes window 332, according lo 
the preferred embodiment of the invention. Users can edit a billing code or 
description from the appropriate fields 338, 340 in the dialog. The information 
in the fields is cleared using the reset button 342. 

Changes are saved by clicking update 334, which returns the user to the billing 
code table displaying the updated infonnation. Users may also delete 336 
codes and descriptions from this dialog. Because group members cannot edit 
group billing codes, group billing codes are not hot-linked when viewed by a 
group member. 

The add codes function 312 in the secondary navigation is used to add items to 
a personal billing code list. Fig. 21 is a view of an add billing codes dialog 344 
according to the pretended embodiment of the invention. 
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Managers and individual account holders enter a new code into %ie "Enter 
Billing Code:" field 346. Any associated optional description is entered into the 
"Description:" field 348 in tiie fonn provided. The add button 350 is clicked to 
add tiie new information to the billing code list The replace button 352 is 
clict<ed to replace information in the billing code list. 

Billing codes can aiso be uploaded 354 from a text file. A browse button 356 is 
used to locate the appropriate text file for uploading. This text file either 
replaces or is added to the existing billing code list. When new codes are 
successfully added, the user is presented with an updated billing code list. 

Group memt)ers can only add codes from the group billing code list to their 
personal code list. When group members click on add codes, they are 
presented witii a list box of codes from the group list, They may then select 
multiple codes from the list box. Once the desired codes are selected, tiie 
member clicks on the Add button to add the selected codes to their personal list. 

Clicking on the create invoice 314 link allows the user to create an invoice. Fig. 
22 is a view of a create invoice w?indow 358, according to the preferred 
embodiment of the invention. The dialog is a search screen v/hich allows the 
user to specify wrhich deliveries to bill for the current invoice. Deliveries are 
billed by billing code or by recipient. 

The user selects a billing code or set of billing codes from a list 350 or enters 
the e-mail address 362 of the recipient. The list contains the bsliing codes and 
associated descriptions indicated in billing preferences. Current preferences 
are displayed 364. 

Tiie user also specifies a date range for the invoice's billing period 366. Once 
the appropriate information is entered, the user clicks create 368 to initiate the 
query and generate tfie invoice. Reset 370 clears all entries. 



40 



(77) #|i¥ll-2 7 2 

The query result is presented in a pre-formatted basic invoice tiepoil window 
372 in view Invoice mode, as sfiown in Fig. 23. The billing code 374 and billing 
period 376 are displayed, along wrSn the table 378 containing the query results. 

Tfie table displays the subject 384 of each delivery, the date sent 390, and the 
recipien!{s) 392. The price 380 and the total 382 of the deliveries are also 
indicated. 

Invoice tonnat is specified. in the billing preferences. The subject 384 of each 
delivery is hot-linked to the package detail report, described above. If the 
package detail is accessed, the navigation state remains in billing/view invoice. 
Clicking on view invoice 316 returns the display to the invoice report. 

The export button 386 aliows users to export the report data as a tab-delimited 
text file for integration into otiier existing billing systems, invoice report 
preferences 388 (excluding the mark-up rate) are also displayed, 

Billing preferences 318 allow users to specify the preferences which affect 
billing code management and invoice report formats. Fig. 24 is a view of a 
billing preferences dialog 394 according to the preferred embodiment of the 
invention. 

A pull-down 396 aliows group members to choose to use a personal billing 
code list or a group billing code list maintained by the account manager All 
users choose to display lists by billing code 398, or by description 400. This 
selection afiects the display in selection boxes in send options and invoicing. 

The selection also affects the presentation of the billing mdes display table, if 
display is by billing code, then the first column is billing code, and the list is 
sorted by billing code, if display is by description, the first column is description 
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and the list is sorted by description. The user specifies the numfaer of rows 
displayed 402 per page. 

The user also specifies the rate 404 to charge clients. Tliis rate can be a flat 
charge 40B, or may include a percentage martc-up 406 on top of the costs 
charged by the user's intemei services provider. The information displayed in 
the billing preferences dialog can be updated 405 or refreshed 407. 

For the invoice report, the user may select a predefined fomiat 4i0, or define 
412 a new format, in the preferred embodiment, the user selects from three 
predefined formats, the basic invoice, spec invoice, and billing code invoice 
fomnats. The basic invoice format has previously been shown in Fig. 23. 

Hg. 25 is a view of an invoice report in spec invoice format according _io the 
preferred embodiment of the invention. The spec invoice 414 displays the total 
number 416 of recipients for each delivery as well as the size 416 of the 
document. This information is sorted chronologically. 

Fig. 2S is a view of an invoice report in billing code invoice fonnat according to 
the preferred embodiment of the invention, The billing code invoice format 420 
is sorted by billing code 422, as well as by date. 

The CUI allows publishers and other users to create and manage distribution 
lists. Fig. 27 is a view of a mail list page 424 according to the preferred 
embodiment of the invention. Mail list functions are accessible from the main 
tool bar 154. Secondary navigation includes mail list 426, create list 428, 
preferences 530 and help 158. 

There are two levels of mail lists for group accounts, i.e. group and personal. 
Group lists are managed by the account manager and are accessible to all 
group members. A group member can define a personal list accessible only by 
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that group member. Each member can specHy which set of lists to use in their 
mail Hst preferences. 

CJicfdng on the mail list button 150 on the main tool bar 154 displays a table 
432 listing existing mail lists 434. The table also presents the total number 436 
of recipients on each mail iist and the date 438 the mail list was most recently 
modified. The preferences settings 440 are also displayed. 

In mail list preferences (not shown), the user specifies whether to sort the items 
by the name of the mail list or by date. Current preferences are displayed in the 
mail lists dialog. Next and previous buttons (not shown) may i>e provided to 
navigate t)etween pages of mail lists. 

Clicking on the hot-linked name 442 of a mall iist brings up a mail list detail for 
the selected mail list. Rg. 28 is a view of a mail iist detail window 444, 
according to the preferred embodiment of the invention. 

The mail iist detail page displays genera! information about an existing mail iist 
and allows the user to view and manage mail iist addresses. Group members 
oannot manipulate group mail lists. Therefore, the mail iist detail of group lists 
does not display fields for editing. Group members can, however, edit persona! 
mail lists. 

Account Managers can manipulate group mail lists. The detail 444 presented to 
account managers displays the name 446 of the mail list in an editable form. To 
rename the list, the user changes the name in the form and clicks on the update 
button 448. Users may also delete 450 the entire mail list or add addresses 452 
by clicking on the appropriate button. The total recipients 454 and date last 
modified 456 are also displayed. 
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The detail also displays the maii iist addresses 458, in the preferred 
embodiment of the invention, the first page of the compiete address iist is 
displayed in accordance with the number of rows per page specified in the maii 
iist preferences. The detail . indicates wfiich addresses out of tine total are 
displayed. Next and previous iinics (not shown) may t>e provided to navigate 
i>etween multiple pages of addresses. 

The user can also view a select set of addresses by specifying a query in the 
field 460 provided. For example, an e-mail address or a portion of an address 
such as a domain name can be specified. Clicking on the view button 462 then 
displays a table 464 of matching addresses 458. The table indicates which 
addresses 466 out of the total matching set of addresses are displayed. 

The user edits or deletes individual addresses in the table by ciicldng on the 
appropriate address. An edit page {not shown) with update and delete buttons 
is then displayed. When the address is updated or deleted, users are returned 
to an updated maii iist detail page. 

From the detail page, users can also delete multiple addresses at a time. 
Clicking on the "delete items on page" button 468 deletes all the addresses in 
the tabie. Clicking on "delete all matching items" 470 deletes ail items which 
matched the query, whether or not the addresses are visible on the current 
page. A warning message asking the user to confirm the action is displayed 
before the dedicated server actually deletes the addresses. Once the 
addresses are deleted, ihe detail page is immediately updated and presented 
to the user. 

Clicking on the add addresses button 452 in the mail iist detail 444 displays the 
add addresses page. Fig. 29 is a view of an Add Addresses window 472 
according to the preferred embodiment of the invention. The name of the 
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current mail iist 474 is displayed at the top. The name is aiso linked to the mail 
list detaii page. 

The user can add additional addresses fay manual- entry 476, by uploading 
them from a file. The user can enter a file name 478, or use t^e browse button 
480 to search all files. Names may also be obtained from an existing mail list 
482 and merged with the current mail iist. Tine additional addresses are added 
484 to the current address iist or replace 486 the cun^nt iist. After the names 
are submitted, the users are returned to an updated member detail page with a 
line at the top confirming the addition or replacement that just occurred. 

The user can create a new mail list by clicking on the create iist link 428 from 
the secondary navigation. In the preferred embodiment of the invention, the 
create mail list page {not shown) is similar to the add addresses page, 
However, in the create mail list page, the user is prompted for the name of the 
mail list. 

The user can manually enter addresses in the provided text box. Aitemativeiy, 
the user can upload addresses from a file or copy addresses from an existing 
mail iist. However, because the user is creating a new list, there is no option 
provided to replace an existing iist. Clicking add creates a mail list with the 
specified names and addresses. Hie user is presented with an updated mail 
list report, with the new list information included. 

The invention also provides security for restricting access to the system to an 
authorized user. The types of security supported by the invention include 
authentication layers, secure socket layers, password protection, private key 
encryption, public key encryption, and certificate authentication. This security is 
provided by a security framework that includes at least one security module, in 
at least one of the send client appiication, the receive client appiication , and the 
QUI. 
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Fig. 30 is a flow chart of the metiod for delivering a document over an electronic 
networi<j according to the inventfon. The sending computer establishes a 
session (500), for example, over the Internet. The sending computer then 
delivers the document to a dedicated server (505} over this electronic network, 
using a send client application . 

The send client application preferably includes modules for sending 
documents, listing document activities, tracking documents, specifying and 
storing document parameters, and for providing security features (510), Any or 
all of these modules may be accessed during a particular session. 

The dedicated server stores the document (515) and forwards an electronic 
notification message to the receiving device (530). The dedicated server is 
managed via a configuration user interface (520). The configuration user 
interface preferably includes modules for sending documents, tracking 
documents, accounting, billing, generating mail lists, as well as a security 
feature module (525). 

in response to the notification message, the receiving device downloads the 
document (535) from the dedicated server using a receive client application. 
The receive client application preferably includes modules for downloading, 
viewing, and manipulating the document, as v^eil as for providing security (540). 

Although the invention is described herein with reference to the preferred 
embodiment, one skilled in the art will readily appreciate that other applications 
may be substituted for those set forth herein without departing from the spirit 
and scope of the present invention. The invention is readily constructed and 
configured by one sldlled in the art, using well-known programming techniques 
and equipment. 
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For example, the piacement and contents of the toolbars and menus in the 
desktop displays descritjed herein is ior exemplary purposes only. 
Furthermore, the functions of Une invention may be accessed by alternate 
means, including Icons, and keyboard text entries. . 

In one embodiment of the invention, ihe notification message regarding a 
document delivery is received by a notification receiving device. The document 
can then be retrieved by a receiving device that is either included in the 
notification receiving device, or is separate therefrom. For example, the 
notification message can be received on a pager or persona! digitai assistant, 
and the document received on a personal computer using a Web browser. 

TTie sender driven certificate enrollment system (SDCE) 42 enables 
corporations, publishers and individuals to securely distribute documents 
electronically, by allowing the sender to initiate and control the implementation 
of digital certificate enrollment to one or more recipient clients. 

Fig. 31 shows a basic certificate enrollment system 1342a implemented 
between a sending computer 1352 and a receiving computer 1370 across a 
network 1344, which may include an internet. Rg. 32 shows a certificate 
enrollment system 1342b implemented between a sending computer 1352, a 
SDCE server 1358 and a receiving computer 1370. Fig. 33 shows a certificate 
enrollment system 1342c implemented t>etween a sending computer 1352, a 
SDCE server 1358, a database sender 1362 and a receiving computer 1370. 
Fig. 34 shows a certificate enrollment system 1342d implemented between a 
sending computer 1352, a SDCE server 1358. a database server 1362, a 
certificate server 1388 and a receiving computer 1370. 

The sender driven certificate enrDliment system 1342 enables the sender 1352 
of a document 1312 to initiate the generation of a digitai certificate 1345, (see 
Fig. 35) on behalf of an intended recipient 1370 of a document. A document 
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1312 can mean a specific computer file or more generally any discrete 
coiiection of data. Tlie sender driven certificate enrollment system 1342 
simplifies the associated compiexity of generating a digital certificate for an 
intended recipient 1370 of a document, and transfers the primary burden of 
certificate generation from ttie recipient 1370 (which many systems support 
today) to the sender 1352. Fig. 35 shows a digital certificate 1345, which 
denotes a key pair comprising a public 1332 and private key 1340, where the 
public key 1332 is associated with a specific entity, such as an intended 
recipient 1370,' and is puijiished. 

One of the main problems associated with secure document delivery stems from 
the challenge of encrypting a document 1312 with the public key 1332 of the 
intended recipient 1370. In particular, frse intended recipient 1370 of a 
document may not have a digital certificate 1345. In *e absence of a digital 
certificate 1345 of the recipient 1370 which is accessible by the sender 1352, 
the sender 1352 of a document 1312 cannot encrypt the document 1312 with 
the recipient's public key 1332, and hence cannot be assured that the 
document 1312 can be protected from unsolicited access. The sender driven 
certificate enrollment system 1342 allows the sender 1352 of a document 1312 
to initiate the process of dynamically generating a digital certificate 1345 for the 
intended recipient 1370, thereby imposing minimum requirements for the 
intended recipient 1 370. 

The sender driven certificate enrollment system 1342 transfers the burden of 
certificate generation from the recipient 1370 of a given document 1312 to the 
sender 1352. The sender driven certificate enrollment system 1342 exploits the 
fact that, in the conte>ct of document delivery, often the sender 1352 of a 
document 1312 has unique and specific information regarding the intended 
recipient 1 370. Suppose, for example, an attorney sends a document to a client 
1370, The attorney 1352 likely has a record associated with the client 1370 
wJiich contains specific information, such as the client's e-mail address, 
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physical address, telephone number. The client record may also contain 
confidential infonmation, such as the client's social secyrity number, drivers 
license number, or even credit information. 



Typically, it is this type of confidential infonnalion which is utilized to 
authenticate a given individual or entity 1370, and hence generate a digital 
certificate 1345. Highly confidential and specific infonnation yields a high level 
of authentication, and hence a secure digital certificate. 

Therefore, the sender driven enrollment system 1 342 exploits the fact that the 
sender 1 352 often knows significant and confidential information regarding an 
intended recipient 1370 of a document 1312. The use of this confidential 
information by the sender 1352 to generate a digital certificate 1345 minimizes 
the burden imposed on the recipient 1370 to confirm their identity. The digital 
certificate 1345 is then utilized by the- sender 1352 to securely send the 
document 1312 to the intended recipient 1370. 

System Implementation. In the example above, a sender attorney 1352 wishes 
to send a confidential document to an intended recipient client 1370. For a 
client 1370 that does not currently have a digital certificate 1345 accessible to 
the attorney 1352, the attorney 1352 can invoke the sender driven enrollment 
system 1342 to generate a digital certificate 1345 for the client 1370. 

First, the sender driven enrollment system 1342 checks or queries a database 
1346 to detennine if a digital certificate 1345 exists for the recipient client 1370. 
If not, the sender driven enrollment system 1342 conducts a database query to 
pull up a record for the client 137D, which typically includes client spedfic and 
confidential information. 



The sender driven certificate enrollment system 1342 then generates a 
certificate digest 1347, as shown in Fig. 36. This certificate digest 1347 
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contains most of the information necessary to generate a digital certificate 1345 
for the client 1370, including tiie dient specific data 1348, and the type of 
certificate to generate 1349 {e.g. an X.509 certificate).' in a preferred 
embodiment, the certificate digest 1347 is fonwarded to a secure SDCE server 
1358. The SDCE server 1358 then "contacts' the client . 1370, seeking 
independent confirmation of the confidential information 1 348. For example, in 
a prefenred embodiment of the invention, the SDCE server 1358 forwards an e- 
mail message to the client 1370 with a unique, dynamically generated URL 
(uniform resource locator). The client 1370 can then "click" or access this URL 
through a standard web browser. Accessing the URL t>egins a direct interaction, 
or SDCE conversation 1368, between the client 1370 and the SDCE server 
1358. 

The client 1370 is typically asked to input one or more pieces of confidential 
information 1348 to the SDCE server 1358. In a preferred embodiment, the 
conversation takes place over a secure socket layer (SSL) channel between 
client 1370 and the SDCE sen/er 1358, and utilizes HTML forms. 

The SDCE server 1358 then attest whether the client 1370 is con-ect, by 
comparing input information to the stored client information 1348 within the 
stored certificate digest -1347. On a match, the SDCE server 1358 forwards the 
certificate digest 1347 over a secure channel to the recipient client's desktop 
1372, and aiso distributes software to the recipient client 1370, which uses the 
certificate digest 1347 to generate a key pair 1332, 1340 on the recipient 
system. In the preferred embodiment of the invention, this software is simply a 
Java applet, transparently forwarded to the recipient 1370 through the browser. 
The generated private key 1332 is stored on the recipient system 1370, 
preferably using the PKCS12 format. The public key 1332 is forwarded back to 
the SDCE server 1358, which typically registers both the public and client 
information as the digital certificate 1345 on a certificate server 1388, such as 
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an LDAP or an Entmst certificate management server (of Entrust, inc., Ottawa, 
Canada). 

The sender (e.g. the attorney) 1352, can now access the stored public key 1 332 
for the intended recipient client 1370, encrypt the document 1312 intended for 
lhB recipient client 1370 with the public key 1332, and then send the encrypted 
document 1336 to the client 1370. The dient 1370. in turn, decrypts 1338 the 
encrypted document 1336 with [the public key and] the corresponding private 
key 1340, which is now resident on the private recipient system 1370. 

Rg. 37 shows the first stage 1350 of the sender driven certificate enrollment 
system 1342. A sender 1352 initiates the generation of a certificate for a 
recipient 1370 at step 1355, by contacting an SDCE server 1358 and 
forwarding basic infomnation to identify the recipient 1370, such as an e-mai! 
address. .. 

The SDCE server 1358 then queries a database 1346, at step 1360, for 
confidential information 1348 specific to an intended recipient 1370, such as a 
social security or personal address. The database 1 346 may reside at any of a 
number of locations, such as within a separate database server 1362, or within 
the SDCE server 1358. 

if usable confidential information 1348 exists for an intended recipient 1370, it is 
transfen-ed, at step 1364, as a data record to the SDCE server 1358. The 
SDCE server 1358 then uses the data record to generate a certificate digest 
1347. at step 1365, which is later used to attest the recipient 1370 and to 
generate a digital certificate 1 345. 

Fig. 38 shows the second stage 1366 of the sender driven certificate enroJlment 
system 1342, referred to as an attestation conveisation. The SDCE sen/er 1358 
takes the certificate digest 1347 and initiates a direct interaction, at step 1368, 
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vwiti the intended recipient 1370 of a document 1312. This direct interaction 
1358 solicits ciient specific data 1348 from tiie intended recipient 1370. 

In a preferred embodiment of tine invention, the SDCE server 1 358 sends an e- 
mail message with a dynamically generated Uniform Resource Locator (URL). 
The recipient 1370, by clicking on the generated URL, invoices a direct 
interaction 13S8 with the SDCE server 1358. At this point, the SDCE server 
1358 presents HTML forms soliciting specific information from the recipient 
1370. 

The HTML forms and requested private information 1 348 may vary, depending 
on the level of security desired for the document 1312 to be sent to the recipient 
1370. For example, for a document that does not require a high ievel of 
security, the forms might simply request a confirm button. For a document that 
requires a higher level of security, the form might ask the intended recipient 
1370 to submit specific private information 1348, such as a personal address, a 
social security number, and employee number or personal identification 
number (PIN). In a preferred embodiment of the invention, this interaction 
between the SDCE server 1358 and the recipient 1370 takes place over a 
secure channel using SSL. 

Using ^e forwarded private information 1348, through step 1374, the SDCE 
server then attests the recipient 1370 by comparing the forwarded data 1348 to 
the certificate digest 1347 for the intended recipient 1370. If the forwarded 
information 1374 and the appropriate stored information 1348 in the certificate 
digest 1 347 match, the recipient 1 370 is authenticated, at step 1 375, and the 
process continues to the next stage. If the fonivarded 1374 information and the 
apprc^riate stored information 1348 in the certificate digest 1347 do not match, 
the sender 1352 is notified that no digital certificate 1345 has been generated 
(Fig. 41). 
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Fig. 39 shows the third stage 1376 of the sender driven certificate enrollment 
system 1342. referred to as public/private key pair generation. Assuming that 
the private information 1374 solicited over the attestation conversation stage 
1366 matches the certificate digest 1347 at the SDCE Server 1358, 1he SDCE 
server 1358 then fonvards software and the certificate digest 1347 to the 
recipient system 1370, at step 1378. The fonvarded software utilizes the 
certificate digest 1347, and information local to the recipient computer 1370, to 
generate a digital certificate 1345, comprising private/public key pair 1332, 
1340. The key pair 1332, 1340 is sent to and stored locally on the sender 
system 1352. in a prefen-ed embodiment, the public/private key pair 1332, 1340 
is stored in a PKCS12 format. The public key 1332 and a reference to the 
certificate digest 1347 for the recipient 1370 fs then forwarded from the receiver 
1 370 to the SDCE server 1358. 

Hg. 40 shows the fourth stage 1384 of the sender driven certificate enrollment 
system 1342, referred to as forwarding and registration of Ihe receiver public 
key 1332. At this stage in the process, the public key 1332 for the intended 
recipient 1370 has been fonvarded from the recipient system 1370 to the SDCE 
server 1358. The SDCE server 1358 fonAfards the public key 1332 and the 
certificate digest 1347, combined as a digital certificate 1345, to a certificate 
server 1368, at step 1386. in a preferred embodiment, the certificate sen/er 
1388 is an LDAP (Lightweight Directory Access Protocol) server. The SDCE 
server 1358 then sends a notification back to the sender 1352, at step 1390, 
that indicates that the document 1312 can now be encrypted 1334 with the 
public key 1332 of the recipient 1370, as shown in Fig. 3. The encrypted 
document 1336 is then delivered to the recipient 1370, typically across a 
network or internet architecture 1344. The recipient 1370 then uses their own 
private key 1340 to decrypt the infomiation, as shown in Fig. 4, 

Implementation. This section provides an overview of the components to 
construct a sender driven certificate enrollment system 1342. Some of the 
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components, such as the certificate server 1388 do not require any 
customization or deveiopment. Fig. 41 is a basic flow chart that describes the 
flow of control for the system . 

Sender Desl<top Client Software, On the desktop 1354 of the sender computer 
1352, the sender driven certificate enrollment system 1342 includes software 
which communicates with the SDCE server 1358 and the certificate server 1388 
to query the public key 1 332 associated with the recipient 1 370. The recipient 
software component, upon retrieval of the public key 1332 for the recipient 
1370, typically encrypts a document 1312 with the public key 1332 and then 
forwanis the document to the SDCE server 1358 for subsequent deiivery to the 
recipient 1370. 

SDCE Server Software. The SDCE Sender software, in a preferred 
embodiment of the invention, includes a HTTP Web Server with a customized 
filter to intercept and redirect all HTTP requests, a e-mail server to forward 
notifications on to an intended recipient 1370, and the basic software and logic 
to query a database server, to generate a certificate digest 1 347 (as described 
above), and to interact with all other components of the system. 

The Web sen/er is a primary interface between the SDCE server 1358 and the 
intended recipient 1370 of a document 1312, in which the SDCE server 1358 
assists in the construction of a digital certificate 1345. 

in a preferred embodiment of the invention, the SDCE server software initiates 
an attestation conversation 1366 {Fig. 38) with tiie intended recipient 1370, by 
dynamically generating a private URL. The private URL contains a key to 
uniquely identify the recipient 1370, and then fomfards this "key" to the recipient 
over a standard e-mail notification. When the recipient 1370. accesses this "key" 
(which in fact is a private URL), the SDCE sen/er 1358 associates the key with a 
given certificate digest 1 347, and then through the Web interface, conducts the 
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attestation conversation 1366, to verify lhat tiie given recipient 1370 matches 
tfie paramelers of the certificate digest 1 347. 



Recipient Client Software. TTie sender drh/en certificate enrollment system 
1342 ctBates a public/privale key pair from a certificate digest 1347, which Is 
fonwarded from the SDCE server 1358 to the recipient system 1370. Ciient 
software on the recipient computer takes the certificate digest 1347, constructs 
the public/piivate key pair 1332, 1340 on the recipient desktop 1372, stores 
these keys 1332, 1340 on the recipient system 1370, and then fonvards the 
public key 1332 to the SDCE seiver 1358. 

in a preferred embodiment, the recipient ciient software is a Java applet, which 
is transparently and dynamically downloaded via a web browser, in which the 
recipient simply accesses an URL, as described above. 

Certificate Server. The invention makes use of basic digitai certificate 
management. The certificate server 1388 includes query ability, which 
detenmines if a digitai certificate exists for a recipient given a specific user 
profile {e.g. an e-mail address and identifier). The certificate server 1388 also 
includes update ability, which allows a programmatic interface to add a new 
certificate to the server's database. In prefened embodiments, LDAP, X.500, or 
proprietary certificate servers such as a Entrust server can be used as certificate 
servers 1388. 

Database Server. In a preferred embodiment of the invention, the SDCE server 
1358 queries a database 1346 containing recipient information to construct a 
certificate digest 1347. In a basic embodiment, the sender's desktop 1354 can 
query an internal database 1346, or the sender's desktop 1354 can simply load 
information directly from the desktop 1354. The preferred database query 
provided by a SDCE server 1 358 supports more scalability and extensibility. 
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in addition lo the basic design for the invention, tiiere remains sittiations 
wiierein no recipient data 1348 exists which is readiiy accessible from tiie 
senders system 1352, either directly from the desktop 1354 or via a database 
query, in this case, the sender driven enrollmeni system 1342 still retains value. 
While the certificate digest 1347 contains limited intomnation 1346, the level of 
attestation is also limited. However, basic attestation can still take place, and 
the system 1342 stii! simplifies the process of generating a basic digital 
certificate 1345 for the recipient 1370. In this case, the system behaves exactly 
as designed, with the exception being a more simplistic conversation 1 366 and 
certificate digest 1347. 

Fig, 41 is flow chart 1302 that describes the basic decision tree behind the 
sender driven certificate enrollment system 1342. 

At step 102, the sender 1352 queries the certificate server 1388 for the public 
key 1332 of an intended recipient 1370 for a document 1312. If the public key 
1332 exists, ths document 1312 is encrypted wAth the public key 1332, and is 
sent to the recipient 1 370, at step 104. tf the public key. 1332 doesn't exist, the 
sender queries the SDCE Server 1358 for a certificate digest 1347 for the 
htended recipient 1370, at step 1356. 

The SDCE server 135B then queries the database 1346 for information 1348 
reganding the intended recipient 1370, at step 1350. If the information exists 
and is already stored in the database 1346, the SDCE sen/er 1358 generates a 
rich certificate digest for the client 1370, at step 1355. if no information 1348 
exists and is stored in the database 1346, the SDCE server 1356 generates a 
simplified certificate digest 1347, at step 1364. 

At step 1368, the SDCE server 1358 initiates an attestation conversation 1356 
with the recipient 1 370. If there is no match to the infonnation 1348, the SDCE 
server 1358 notifies the sender 1352, at step 106, and there is no generation of 
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a key pair 1332, 1340. if there is a match, a private/public key pair 1332, 1340 
for the recipient 1370 is generated on the recipient system 1370. at step 1380. 
The key pair is then forwarded to the SDCE server 1 358, at step 1382. At step 
1388. the SDCE server registei^ the certificate for the irrtended recipient 1370 
with a certificate server 1388. At step 1390, tiie SDCE sender notifies the 
sender 1352 of the digital certificate 1345. The sender 1352 can then encrypt 
the document 1312 with the generated public key 1332 of the intended recipient 
1370, as shown in Fig. 3. When the encrypted "document 1336 is sent to the 
recipient 1370, typically over a networi< 1344, the recipient 1370 can decrypt the 
encrypted document 1336, using the stored private key 1340, as shown in Fig. 
4. 

Although the sender driven certificale enroiiment system and its methods of use 
are described herein in connection with use in the Internet, the invention may 
be applied to any of a wide variety of networks, including internets, intranets, 
LANs and WANs, or any combination thereof, as desired. As well, the invention 
may be applied io a wide variety of computer platforms, servers, communication 
protocols, cryptography protocois. or any combination thereof, as desired. 

Although the present invention has been described in detail with reference to a 
particular preferred embodiment, persons possessing ordinary skill in the art to 
which this invention pertains will appreciate that various modifications and 
enhancements may be made without departing from 1he spirit and scope of the 
claims that follow. Accordingly, the invention should only fae limited by the 
Claims included below. 
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CLAIMS 

1. An apparatus management and delivery system comprising: 

a send client application for delivering at least one document as a single 
package froni a sending computer over an electronic netwoi1< during a session; 

a dedicated server for storing said at least • one document from the 
sending computer and for forwarding an electronic message to a receiving 
device; and 

a receive client application on said receiving device for downloading, 
viewing, and/or manipulating said at least one stored document from the 
dedicated server in response to the electronic message. 

2. The apparatus of Claim 1, wherein said send client application further 
comprises a package window for specifying parameters of the document 
delivery. 

3. The apparatus of Claim 1 , wherein said send client application ftjrther 
comprises a storage module for configurafaly storing said specified document 
deiivery parameters, wherein said document delivery is initialed using said 
stored document delivery parameters. 

4. The apparatus of Claim 1, wherein said send client application further 
comprises a module for accessing an address book from a supported 
application on said sending computer, wherein said document delivery is 
initiated using the contents of said address book. 

5. The apparatus of Claim 1, wherein said document is delivered by 
selecting and dragging said document onto one of an application window, a 
package window, an icon representing said send client application, or an icon 
for accessing said stored document delivery parameters. 
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6. The apparatus of Ciaim 14, wherein said Configuration User Interface 
comprises; 

a sending module for sending said document; 
a tracking module for tracking said document; 

an account GUI for accessing information associated with a document 
delivery account; 

a billing module for managing billings for said document delivery; and 
a mail list module for creating and managing mail distribution lists. 

7. TTie apparatus of Claim 1, further comprising a security framework for 
restricting access to said apparatus and/or to said documait, said security 
framework having at least one security module in at least one of said send client 
application, said receive client application, and a configuration user interface. 

8. The apparatus of Ciaim 1 9, wherein said security framework supports at 
least one of authentication layers, secure socket layers, password protection, 
private key encryption, public key encryption, and certificate authentication. 

9. A document management and delivery apparatus for an electronic 
network, comprising: 

a dedicated server for electronically notifying a notification receiving 
device on an electronic network of at least one document stored on said 
dedicated server; 

a receiving device on said electronic network for receiving said at least 
one document in response to said notification; 

wherein said receiving device uses a receive dient application to 
download said document from said dedicated server. 

1 0. The apparatus of Claim 9, wherein said receiving device includes said 
notification receiving device. 
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1 1 . The apparatus of Claim 9, further comprising an HTML interface on a 
computer desktop for managing said dedicated server via a Web browser. 

12. Tiie apparatus of Claim 9, furtiier comprising a send client application for 
delivering said at least one document as a single package from said desktop of 
a sending computer over said electronic network during a session. 

13. The apparatus of Claim 12, said send client application comprising: 

an application window Ibr displaying a send client application interface, 
said application window comprising a too! bar for accessing main functions of 
said send client application, a package manager for listing ail document 
activities initiated during a send client application session, and a menu listing 
operational commands for said send client application; 

a package window for specifying the parameters of said document 
delivery; and 

a storage module for configurably storing said document delivery 
parameters, wherein said document delivery is initiated using said stored 
document delivery parameters. 

14. TTie apparatus of Claim 24, further comprising a security framework for 
restricting access to said apparatus and/or said document. 

15. A method for document management and delivery on an electronic 
network, comprising the steps of: 

delivering at least one document as a single package from a sending 
computer to a dedicated seiVer over an electronic network during a session 
using a send client application; 

storing said at least one document from said sending computer on said 
dedicated server; 

forwarding an electronic message to a receiving device from said 
dedicated sen/er ; and 
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downloading said at least one stored document from said- dedicated 
server using a receive client application on said receiving device, in response 
to the electronic message. 

1 6. The method of Claim 1 5, further comprising the step of: 

said sending computer desktop displaying an application w^indow with a 
send client application interface having a tool bar for accessing main functions 
of said send client application, a package manager lor listing all document 
activities initiated during said session, and a menu listing operational 
commands for said send client application. 

1 7. The method of Claim 40, comprising the step of: 

configurabiy storing, in a storage module, said specified document 
delivery parameters, wherein said document delivery is initiated using said 
stored document delivery parameters. 

1 8. The method of Claim 15, further comprising the step of: 

providing a security framework for restricting access to said system, said 
security framework supporting at least one of authentication layers, secure 
socket layers, password protection, private key encryption, public key 
encryption, and certificate authentication, ■ 

1 9. The method of Claim 15, further comprising the step of; 

initiating said document delivery from the contents of an address book of 
a supported application on said sending computer, 

20. The method of Claim 1 5, comprising the step of: 

displaying a Configuration User Interface application window for 
managing said dedicated server on a computer desktop, said configuration user 
interface application window having a main tool bar for accessing main 
■ftjnctions of said configuration user interface, a secondary tool bar for accessing 
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functions within said main functions, a work^ace for displaying an interactive 
interface to an accessed function, and a menu listing operational commands for 
said configuration user interface. 

21. An apparatus for generating a digital certificate for a recipient by a 
sender, comprising: 

a sending computer for use by said sender; 
a receiving computer for use by said recipient; 
a database for storing recipient information; 

means for querying said database by said sender for said stored 
recipient information; 

means for gatiiering private recipient information from said recipient; 

means for comparing said gatiiered private recipient information and 
said stored recipient information; 

means for controllably generating a digital certificate comprising a public 
key and a private key at said receiving computer; 

means for storing said digital certificate; and 

means for transfem'ng said public key to said sending computer. 

22. The apparatus of Claim 21 , furttier comprising: 

a server interposed between said sending computer and said receiving 
computer. 

23. Tfie apparatus of Claim 22, vA/herein said database for storing recipient 
information is located on said server. 

24. The apparatus of Claim 22, wherein said means lor querying said 
database by said sender for said stored recipient information is located on said 
sen^'er. 
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25. The apparatus of CJaim 22, wherein said means for gaftering private 
recipient information from said recipient is located on said server. 



26. The apparatus of Claim 22, wherein said means for comparing said 
gathered private recipient information and said stored recipient inforrr^ation is 
located on said server. 

27. The apparatus of Claim 22, wherein said means for storing said digital 
certificate is located on said sender. 

28. The apparatus of Claim 21 . further comprising: 

a certificate digest comprising said stored recipient information and 
sender selectable options for said digital certificate. 

29. A method for generating a digital certificate for a recipient by a sender, 
comprising the steps of: 

querying a database for stored recipient information; 
gathering information from said recipient; 

comparing said gathered information with said queried, stored recipient 
information; 

selectively transferring software to said recipient based upon said 
comparison; and 

selectively generating said digital certificate at said recipient with said 
software, sad digital certificate comprising a public key and a private key. 

30. The method of Claim 29, further comprising the step of: 
transferring a copy of said digital certificate 1o said sender. 

31 . The method of Claim 29, further comprising the step of: 
transferring a copy of said public key to said sender. 
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32. The method of Ciairn 29, wherein said database for storing recipient 
information is located on a server. 



33. The method oJ Claim 29, wherein said step of querying said dataiDase is 
performed by a server. 

34. The method of Claim 29, v\^erein said step of gathering information from 
said recipient is perfonned by a server. 

35. The method of Claim 29, wherein said step of comparing said gathered 
information with said queried, stored recipient infomiation is performed by a 
server. 

36. The method of Claim 29, further comprising the step of: 

generating a certificate digest- comprising said stored recipient 
information and sender selectable options for said digital certificate. 

37. An apparatus for controHably generating a digital certificate for a recipient 
by a sender, cemprising: 

a sending computer for use by said sender; 
a receiving computer for use by said recipient; 
a database for storing recipient information; 
means for gathering information from said recipient; and 
means for controHably generating a digital certificate for said recipient if 
said gathered information and said stored recipient information match. 

38. The apparatus of Claim 37, further comprising: 

a server interposed between said sending computer and said receiving 
computer. 
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39. The apparatus of Claim 38, wherein said database for storing recipient 
information is located on said server. 

40. The apparatus of Claim 38, vy^erein said means for gatiering infonnation 
from said recipient is located on said server. 

41. The apparatus of Claim 38, wherein said means for controliably 
generating a digital certificate is located on said server. 

42. The apparatus of Claim 38, wherein said means for controliably 
generating a digital certificate includes software that is downloadable from said 
server to said receiving computer. 

43. The apparatus of Claim 38, wherein said server includes means for 
storing said digital certificate. ■ ■ 

44. The apparatus of Claim 37, further comprising: 

a certificate digest comprising said stored recipient information and 
sender selectable options for said digital certificate. 
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A method and apparatus are provided for securely deiivering documents over 
an electronic network while preserving document formatting. The invention also 
provides security that restricts access to the system to an authorized user. A 
document is sent from a sending computer to a dedicated server, using a send 
client application. The document is specified for delivery within the send client 
application, or by clicking and dragging the document onto an appropriate 
window or icon on the sending computer desktop, or is specified from within a 
document authoring application. A dedicated sen/er stores the document and 
fonwards an electronic notification to a receiving device. The stored document 
is downloaded from the dedicated server, using a receive client application, in 
response to the notification. The receive client application permits the recipient 
to receive, view, print, and/or manipulate the document. The dedicated server is 
preferably managed by a configuration user interface having an HTML interface 
for sending, tracking, accessing account information, managing billings, and 
managing mail distribution lists. The send client application allows a user to 
specify document delivery parameters. The parameters may be stored for later 
modification and/or use. A sender driven certificate enrollment system and 
methods of its use are also provided, in which a sender controls the generation 
of a digital certificate that is used to encr^t and send a document to a recipient 
in a secure manner. The sender compares previously stored recipient 
information to gathered information from the recipient. If the infomnation 
matches, the sender transfers key generation software to the recipient, which 
produces the digital certificate, comprising a public and private key pair. The 
sender can then use the public key to encrypt and send the document to the 
recipient, wherein the recipient can use the matching private key to decrypt the 
document. 



